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(54) Data reception apparatus, data transmission apparatuo, infornnatlon processing system, 
data reception method and information record medium storing the data reception method 
suitable tor preventing illegal copy of documents 



(57) A data reception apparatus is provided for re- 
ceiving digital data sent from a data tranamifislon appa- 
ratus via a transmission path and recording the received 
digital d^ta into an external medium. The digital data in- 
cludes image data and a use-form-speclfled code that 
specifies a use form of the image data. The data recep- 
tion apparatus is comprised of: an authentication unit for 
judging whether tha data transmission apparatus is a 
formal data transmission apparatus for authentication; 



a reception unit for receiving the digital data; copy judge- 
ment unit for judging whether recording of the digital da- 
ta Into the external medium Is permitted by referring to 
the use-form-specifiod code included In the received 
digital data; and a record unit for recording the digital 
daia Into the external medium if the authentication unit 
Judges that the data transmission apparatus Is the for- 
mal data transmission apparatus and tha copy judge- 
ment unit judges that recording of the digital data Into 
the external medium is permitted. 



Fig, 3 
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Deocrfptlon 

BACKGROUND OF THE INVENTION 

(1) Pield of the Invention 

This invention relates to a data transmission appa- 
ratus for reading digital data from Information record me- 
dium In which documents are stored as digital data and 
outputting the read digital data, a data recaption appa- 
ratus for receiving the digital data output from the data 
transmission apparatus, reproducing lmagd$ and stor- 
ing the digital data as secondary recording, and an in- 
formation processing system including the data trans- 
mission apparatus and the data reception apparatus, 
more spcifically to a data transmission apparatus suita- 
ble for preventing illegal copy of the documents, 

(2) Description of the Prior Art 

The Compact Disc Read Only Memory (CO-ROM) 
Is widely known as information record medium for stor- 
ing program data, voice Information, and image Infor- 
mation. CD-ROMs, being read-only optical disks with 
540 MB of inform at bn 'capacity, are widely used as me- 
dia for distributing program data, voice tntormation, and 
image information. Personal computers with built-in CD- 
ROM drive are known as information proceaalng sys- 
tems which read information from CD-ROMs to process 
the information. 

Recently, it has become possible to output voices 
and Images in the CD-ROMs directly on the personal 
computers due to Improvement in the environment tor 
processing voice Information and Image information in 
personal computers. However, It Is required to digital ly 
compress the Image information to record It Into CD- 
ROMs since the image information has a large amount 
of data compared to,tl:ie program data and the like. 

Movirig Picture Exparta Group 1 (MPEQ1) Is a 
known standard which specifies that Image infornriatlon 
Is compressed with transfer rale 1 .2Mbps, According to 
MPEGl, the image information la compressed mainly 
by means of frames compression. The Image informa- 
tion is Identical to moving pictures which are comprised 
of several tens of still pictures per second. In the frames 
compression, one frame out of several frames has 
enough data to reproduce a still picture, end the other 
frames have only a difference which is a result of sub- 
tracting common data from the enough data. 

In reality, under MPEGl. a mixture of Image Infor- 
mation and voice Information are compressed into dig- 
ital data called MPEG system streams. As a result, it Is 
difficult to divide the digital data Into image information 
and voice information. Such mixed Information of image 
information, voice Information, and information required 
to r produce th se types of information Is often call d 
AV data, or data having Audio and Video (AV) data struc- 
ture, in the present specification, mixed information of 



at least Image information and voice information Is 
called -AV data/ Also, digital data which is not th© AV 
data is called "non-AV data.* 

MPEGl mentioned above supports Images with 

S horizontal resolution of about 2501 pi (lines per inch). It 
is consldersd that this resolution Is not enough to pro- 
vide high-quality images which are required in movie ap- 
plications and the like. Conventionally, Laser Disks 
(LDs). containing analog image (ntormailon with horl- 

10 zontal resolution of about 4301 pi. have been, used as a 
medlumfor including an application with high-quality Im- 
ages. However, analog data may not be processed by 
computers. Recently, Digital Versatile Disks (DVDs) 
have been brought Into market. DVDs are optical disks 

IS written In the digital format which computers deal with, 
having enough resolution for movie applications, DVDs 
have storage capacity of digital d^ta eight times as that 
of CD-ROMs, with data transfer rata five times as that 
of CD-ROMs. Accordingly, DVDs adopt MPEQ2 as the 

^0 data compression method. MPEG2 achieves 4501 pi or 
more in horizontal resolution, achieving high-quality 
moving pictures applicable to movie applications. 

The following Is a description of a personal compu- 
ter with a CD-ROM drive with reference to the drawings. 

^5 the personal computer being an inforrnation processing 
system for directly reproducing the AVdata In a personal 
computer. 

Fig.1 shows the construction of a conventional per- 
sonal computer with a CD-ROM drive. 
^0 CD-ROM 2401 is an information record medium in 
which digital data Is recorded and the MPEG streams, 
namely AV data, are managed and recorded by the filing 
system. 

CD-ROM drive 2402 reads digital data with a sector 
3s number from the specified sector on CO-ROM 2401 and 
outputs the read data to an external element. 

AV signal processing unit 2403 decompresses an 
Input MPEG stream, converts the MPEG stream into an 
analog voice signal and Image data, then outputs th 
40 analog voice signal and the image data to an external 
element. The output analog voice signal is output from 
speaker 2403S as a voice. 

HD apparatus 2404 is a hard disk apparatus. 

Input unit 2405 is a port which receives a command 
input by the user through mouse 2406M or keyboard 
2405K. 

I/O bus 2406 is an interna) bus that connects each 
component of the computer. 

Video signal processing unit 2407 combines the Im- 
age data output from AV signal processing unit 2403 
with the Image data for display generated in the personal 
computer, converts the combined data into an analog 
image signal, and outputs the analog signal to display 
apparatus 24070. The video signal processing unit 
^5 2407 is typically called a video card. 

Control unit 2408 control th \&i \ computer end 
is comprised of CPU 240ac connect dto processor bus 
240SB, bus InterFace (l/F) 24061. and main memory 
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2409M. Loadad into main memory 240eM of control unit 
2408 ar an Operating System (OS) and a control pro- 
gram; Ihs OS manages the filing syst m; the control pro- 
gram, as an application that runs undor th OS, r pro- 
duces/copies data recorded. in CD-ROM 2401 accord- s 
ing to a u»©r inetructlon. Display apparatus 2407D dia- 
plays a graphic user Interface generated by the control 
program loaded in control unit 2408. 

Fig.2 Ifi tha front view of display apparatus 2407D. 

2301 indicates a front frame of display apparatus io 
2407D, 2302 a display area, 2303 an MPEG moving pic- 
ture display area, 2304 a control panel display area, and 
230S a graphic symbol which indicates a coordinate po- 
sition on the screen specified by the user through key- 
board 2405K or mouse 24a5M and through input unit is 
2405. 

Now, the personal computer with a CD-ROM drive 
constructed as above Is described In terms of its oper- 
ation. 

Note that the operation is not described In detail but 
operations relevant to the present invention, that fa, an 
operation for reproducing the AV data on CD-ROM 2401 
and an operation for copying a file on CD-ROM 2401 to 
HD apparatus 2404. This Is because the operation as a 
whole ie the same as that of a general-purpose personal 
computer (e.g., an IBM PC/AT compatible). 

Note that "reproduce" means to restore from the AV 
data an Imago or a voice a human being can eee Of hear 
and that "copy" means to read information from a medi- 
um and record the information Into another medium as so 
It Is. 

The following 1$ a description of AV data reproduc- 
tion operation. 

When the user specifies key symbol TLAY* dis- 
played on control panel display area 2304 with mouse 
2405M connected to Input 2405. control unit 2408 rec- 
ognizes the specification as reproduction control In- 
struction "REPRODUCTION START" Judging from tha 
input coordinates. Control unit 2403, according to the 
filing system, calculates tha record address of the file 40 
on CD-ROM 2401 which stores a predetermined MPEG 
stream for the reproduction start. Control unit 2408 
sende the data read Instruction (READ #AddresQ) to 
CD-ROM drive 2402 for reading the data stored in the 
calculated address, then outputs the read digital data to 4S 
AV signal processing unit 2403 with the data write In- 
struction (WRITE). AV signal processing unit 2403 con- 
verts the Input digital data, namely, an MPEG stream, 
into an analog voice signal and Image data, then outputs 
the analog voice signal and the image data The analog so 
voice signal is output from a speaker as a voice and the 
Image data is input to video signal processing unit 2407 
to be combined with the image data for the display of 
the computer system, then output from display appara- 
tus 2407D as an Image. In this way, the MPEG stream ss 
read from CD-ROM 2401 Is displayed in MPEG moving 
picture display area 2303 on display apparatus 2407D. 

The following is a description of the operation of 
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copying a fil stored In CD-ROM 2401 to HD apparatus 
2404. 

input unit 2405 receives a command Input by the 
user through keyboard 2405K. Wh n the Input com- 
mand is the copy instruction for copying a file stored In 
CD-ROM 2401 to HD apparatus 2404, then control unit 
2408, according to the filing system, calculates the 
record address of the file on CD-ROM 2401 to be read. 
Control unit 2408 reads th© digital data stored In the cal- 
culated address from CD-ROM drive 2402 with the data 
read Instruction (R^AD ^Address), then outputs the 
read digital data and records It into HD apparatus 2404 
with the data write instruction (WRITE). 

!n this way, In the above conventional Information 
processing system, the AV data stored In a Information 
record medium is reproduced or copied according to the 
user instruction. 

However, in such a conventional information 
processing system, the digital data read from CD-ROM 
2401 Is not divided into the AV data and the non-AV- 
data, and is processed the same by control unit 240B. 
With such processing. It Is difficult to process the AV da- 
ta for copyright protection. 

Note that -to process data for copyright protection" 
means to process the data to allow the user to use the 
AV data In the information processing system with lim- 
ited use forms specified by tha copyright owner. The 
"use forma" Include, for example, a permission, con- 
cerning the AV data, given to users limited to th© repro- 
duction of the AV data (this means Jt prohibits copying 
the AV data to a HD apparatus and the Ilka), or a per- 
mission to reproduce and copy 

However, with the above conventional construction 
of the apparatus, even If the user, by error, specifies an 
Instruction to copy to HD apparatus 2404 a file that stoea 
a piece of AV data not permitted by the copyright owner 
CD-ROM drive 2402 receives the same data read in- 
struction (READ ^Address) as It receives when the re- 
production instruction is specified. As a result, the AV 
data is output from CD-ROM drive 2402 and copied to 
HD apparatus 2404, same as general data is. 

There is another problem. The operation of control 
unit 2408 is determined dynamically by the OS or the 
reproduction control program loaded In the main mem- 
ory. It a program with an error is loaded, a file storing 
the AV data trie copy of which Is not permitted may be 
copied with a malfunction, Irrelevant to an intention of 
the user 

Accordingly, there is a possibility that the AV data 
the copy of which Is prohibited by the copyright owner 
may be copied Into a HD apparatus and the like In sec- 
ondary recording. This means the copyright of the AV 
data Is not protected. This problem Is remarkable in ap- 
plications which include high-quality pictures of high 
horizontal resolution. Toeolva this problem, the medium 
price may be rais dtoinclud tha loss generated by th 
copyright Infrlng m nt; movi applications with high 
copyright values may not be produced. When this hap- 
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pens, sound merketa in which a large number oi appli- 
cations are provided for uaors with appropriato pricsa 
may not bs maintained. This will put the users at great 
dlfiadvantaged. 

s 

SUMMARY OF THE INVENTION 

It is therefore an object of tho present Invention to 
provide such a data reception apparatus, a data trana- 
misslon apparatus, an infornnation processing system, 
a data reception method, and an Information rsi^ord me- 
dium in which the method is recorded as facllltatG tho 
copyright protection of AV data. That Is, It Is an object of 
the present Invention to provide such a data reception 
apparatus and tho like as securd that the AV data re* .7^ 
corded in the information record medium 1$ processed 
only with the use forms specified by the copyright owner. 

The above object Is achieved by a data reception 
apparatus for receiving digital data sent from a data 
transmission apparatus via a transmission path and re- 
cording the received digital data Into en external medi- 
um, wherein the digital data includes image data and a 
use-form-speclfied code that specifies a use form of the 
Image data, the data Reception apparatus comprising: 
authentication means for judging whether the data 25 
transmission apparatus Is a formal data transmission 
apparatus for authentication; reception means tor re- 
ceiving the digital data; copy judgement means for judg- 
ing whether recording of the digital data into the external 
medium Is permitted by referring to the uee-form-spec- 30 
ifled coda included in the received digital data; and 
record means for recording the digital data into tho ex- 
ternal medium If the authentication means judges that 
the data transmission apparatus is the formal data trans- 
mlfiston apparatus and the copy Judgement maana judg- ss 
es that recording of the digital data into the external me- 
dium Is permitted. 

With the above cfnstrucilon, It is possible to prevent 
such an illegal copy of image data In which the Image 
data Is copied to a data reception apparatus such as a 
record apparatus exceeding the range of use forms 
specified by the copyright owner. 

In the above data reception apparatus, the use- 
lorm-apeclfledcode may Include a maximum generation 
value which Indicates an uppermost generation value in 
permitting the image data to be copied, endtho copy 
judgement means may judge that recording of the digital 
data Into the external medium Is permitted if the maxi- 
mum generation value of the use-form-specified code Is 
at least one. so 

With such a construction, [t is possible to judge the 
copy permission from only the number ot generations 
permitted to copy. 

In the above data reception apparatus, the record 
means may inclutia an update unit for updating the use- 
form-spectfied code by reducing the maximum genera- 
tion value by one before the record means records the 
digital data into th xt rnal m dium 
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With such a construction, It Is possible to prevent 
tllogal copies exceeding the limited number of g n ra- 
tions. 

In the above data reception apparatus, the record 
means nnay further include a reception data exchange 
unit for converting the image data into meaningless data 
before the record means records the digital data Into the 
external medium If either of following two conditions is 
satisfied: the authentication means Judges that the data 
transmission apparatus is not the formal data trar^smis- 
sion apparatus; and the copy judgement means judges 
that recording of the digital data Into the external medi- 
um fs not permitted. 

With such a construction, It la possible to prevent 
the image data from being used as It is. 

In the above data recaption apparatus, the external 
medium may be a Information record medium* wherein 
the record means records the image data into a user 
data area In the information record medium and records 
the usa-form-fipeclfled code Into a header area corre- 
sponding to the user data area. 

With such a construction, it is possible for the cop- 
yright owner to specify the use forms of Image data In 
units of the user data areas. 

In the above data reception apparatus, the authen- 
tication means may transmit authentication data to the 
data transmission apparatus, wherein the authentica- 
tion data is generated based on a random number, 
wherein the authentication means judges whether the 
data transmission apparatus la a formal data transmis- 
sion apparatus for authentication by using proof data 
sent from the data transmission apparatus in response 
to the authentication data. 

With such a construction, It Is possible to exclude 
Illegal copies which are generated from the authentica- 
tion that- usee the same data. 

In the above data reception apparatus, the image 
data may have been encrypted In advance, wherein the 
record means includes a decryption unit for decrypting 
the Image data before the record means records the dig- 
ital data into the external medium. 

With such a construction, It is possible to prevent 
illegal or malfuncttonal extraction of image data during 
the data transfer. 

In the above data reception apparatus, the decryp- 
tion unit may generate the decryption key based on the 
authentication data and decrypts the Image data by us- 
ing the decryption Key. 

With euch a construction, It la possible to achieve a 
tighter copy guard due to the correspondence between 
the authentication and the decryption. 

The above object is also achieved by a data trans- 
mission apparatus for retrieving digital data from an ex- 
ternal medium and transmitting the digital data to a data 
reception apparatus via a transmission path, wherein 
the digital data includes user data and a use-fonn-sp c- 
Ified code that sp cifies a use form of the user data, the 
data transmission apparatus comprising: data r trievai 
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m ans lor retrieving tha digital data from the external 
medium; data type judgement means for Judging wheth- 
er the ueer data Included in the digital data lo Image data; 
authentication means for, tor authentication, judging 
whether the data reception apparatus Is a formal data 
reception apparatus, which is allowed to process the im- 
age data, by referring to the use-form-specified code; 
and transmission means for transmitting the digital data 
to the data reception apparatus via the tranamlsslon 
path if the authentication means Judges that the data re- 
ception apparatus Is the formal data reception appara- 
tus. 

With such a construction, it is possible to secure that 
the AV data recorded in the information record medium 
is processed only with the use forms specified by the 
copyright owner. 

In the above data transmission apparatus, the use- 
form-specified code specifies whether a reproduction of 
the image data is permitted and whether copying of tha 
Image data is permitted, wherein the authentication 
means authenticates the data reception apparatus as 
the formal data reception apparatus If the use-form- 
speclfled code specifies that onty the reproduction of ttie 
image data is permitted and If the data reception appa- 
ratus performs only reproduction, and tha authentication 
means authenticates the data reception apparatus as 
the formal data reception apparatus if the uss-form- 
speclfled code specifies that only copying of the Image 
data Is permitted and If the data recaption apparatus 
records the image data. 

With such a construction, It Is possible to prevent 
illegal actions or malfunctions fn which the Image data 
is transferred from the data transmission apparatus to 
an apparatus that does not deal with image data. 

In the above data transmission apparatus, the use- 
f orm-speclfled code may Include a maximum generation 
value which Indicates an uppermost genoration value In 
permitting the imagei data to be copied, wherein the au- 
thentication means authenticates the data reception ap- 
paratus as the formal data reception apparatus if If the 
data reception apparatus records the Image data and if 
the maximum generation value of the use-form-spGcI- 
fied code Is at least one. 

With such a construction, It Is possible to judge the 
copy permission from only the number of generations 
permitted to copy. 

In the above data transmission apparatus, the 
transmission means may include a tranamlsslon data 
exchange unit for converting the Image data Into mean- 
ingless data before the transmission means transmits 
the digital data If the authentication means does not au- 
thenticate the data reception apparatus as the formal 
data reception apparatus. 

With such a construction, It is possible to prevent 
the image data from being used Illegally as it is. 

In th above data transmission apparatus, the dig- 
ital data may further Include a data attribute code which 
Indicates an attribute of the user data, wherein the data 



type Judgement moans judges whether the user data In- 
cluded In the digital data Is (maa© data based on a value 
of th data attribute code. 

With such a construction, it Is possible to distinguish 
^ the image data from general digital data and prevent the 
Image data from being Illegally read from the information 
record medium. 

In the above data transmission apparatus, the ex- 
ternal medium may be a Information record medium 
10 which preslores the digital data, wherein the data re- 
trieval means retrieves the data attribute code and the 
use-form-speclfled code from a header area corre- 
sponding to a user data area in the information record 
medium, wherein the user data area is an area in which 
IS the user data Is stored. 

With such a construction, it is possible for the cop- 
yright owner lo specify the use forms of image data in 
units of the user data areas. 

In the above data transmission apparatus, the au- 
^0 thentication means may transmit authentication data to 
the data reception apparatus, wherein the authentica- 
tion data is generated based on a random number, 
wherein the authentication means judges whether the 
data reception apparatus is the formal data reception 
apparatus for authentication by using proof data sent 
from the data reception apparatus In response to the au- 
thentication data. 

• With such a construction, it is possible to exclude 
illegal copies which are generated from the authentlca- 
^0 tion that uses the same data. 

In the above data transmission apparatus, th 
transmission means may Include an encryption unit for 
encrypting th© user data in the digital data before the 
transmission means transmits th© digital data. 
5^ With such a construction, It Is possible to prevent 
Illegal oi" malfunctlonal extraction of imago data during 
the data transfer. 

in th© above data transmission apparatus, the en- 
cryption unit may generate the encryption key based on 
40 the authentication data and encrypts the user data by 
using the encryption key,. 

With such a construction, it is possible to achieve a 
tighter copy guard due to the correspondence between 
the authentication and the encryption. 

The above object Is also achieved by an Information 
processing system which is comprised of the above data 
transmission apparatus and the above data reception 
apparatus. 

The procedure of the copy guard performed in the 
60 above data reception apparatus may be achieved as a 
program. 

As understood from the above description, th© 
present invention secures the copyright of applications. 
This will encourag© a lot of applications to be brought 
55 into market with appropreai© prices, securing the ad- 
vantages of general users. 

These and other objects, advantages and features 
of th© invention will b com apparent from the following 
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description thereof taken In conjunction with th accom- 
penying drawings which iJluetrate a specific embodi- 
ment of the invention, (n the drawings: 

Fig.1 Id a block diagram showing the construction ^ 
of a conventional personal computer with a CD- 
ROM drive; 

Fig.2 l6 the front view of display apparatus 2407D; 
Fig. 3 shows an appearance of the Information 
proceaslng system of the first embodiment; io 
Fig.4 is a block diagram showing the construction 
of the information processing system of the first em- 
bodiment; 

Figs, 5(a) and S(b) show the formal of the device at- 
tribute Information: is 
Flg.5(a) shows the format of the device attribute In- 
formation transferred between SCSI devices; 
Fig. 5(b) shows the correspondence between the 
device type codes in the device attribute information 
and the device types; 20 
Fig.6(a) is a front view of a DVD; 
Fig.6(b) is a cross-section of the DVD; 
Fige.7(a)'7(f) show the DVD physical format, name- 
ly the physical construction of recorded data; 
Flg.7(a) shows the physical construction of data-re- 
corded 2206; 

Fig.7(b) shows the construction of the sector; 
Fig.7(b) shows the conatrucilon of the sector; 
Fig.7(c) shows the construction of the CGMS con- 
trol data; 30 
Flg.7(d) shows the classification of the data at- 
tribute code; 

Fig. 7(e) shows the construction of the CGMS data; 
Flg.7(f) shows the classification of the CQMS code; 
Figs.e(a) and 8(b) show th© DVD logical format, 3S 
namely, the logical con at ruction of recorded data; 
Fig,8{a) shows the logical construction of data-re- 
corded 2206; ... , , 

Flg.8(b) shows a tree of the file/directory construc- 
tion; 40 
Figa,9(a)-9(c) show the IS013346 standard which 
is used as a filing system of the logical format shown 
In FigB.B(a) and B(b): 

Fig.9(a) shows the logical relation of data in the file 
management Information under the IS013346 
standard; 

Flg.9(b) shows the construction of the file Identify 
descriptor for directory; 

Fig. 9(c) shows the construction of the tile identify 
descriptor for files; so 
Fig. 10 is a block diagram showing the construction 
of DVD-ROM drive 46. 

Fig. II is 8 block diagram showing the construction 
of DVD-RAM drive 9lO. 

Fig. 1 2 la a block diagram ohowing the construction 
of AV algnal processing unit 47. 
Fig. 1 3(a) Is a list f I/O commands; 
Fig. 1 3(b) Is a fist of SCSI command ; 



Fig. 14 is a flowchan showing the procedure of cop- 
ying an AV data file from DVD-ROM 41 to DVD- 
RAM 99; 

Fig. 15 shows a series of communications in the 
above copying shown In Fig, 14; 
Fig. 16 la a flowchart showing the procedure of proc- 
ess H; 

Fig. 1 7 Is a flowchart showing the procedure of proc- 
ess I; 

Fig, 18 Is a flowchart showing the procedure of cop- 
ying a file from DVD-ROM 41 to HD apparatus 44; 
Fig5.l9(a) and (b) shows a series of communica- 
tions in the above copying shown In Fig. 18; 
Flg.20 is a flowchart showing the procedure of proc- 
ess C; 

Fig,21 Is a flowchart showing the procedure of re- 
producing an AV data file recorded In DVD-ROM 41 ; 
FIg.22 shows a series of communications In the 
above reproduction shown in Flg.2l; 
Fig. 23 la a flowchart showing the procedure of proc- 
ess A; 

F|g.24 is a flowchart showing the procedure of proc- 
ess B; 

Fig. 25 shows an appearance of the Information 
processing systemc of the second embodiment; 
FIg.26 is a block diagram showing the construction 
of the Information processing system of the second 
embodiment; 

Flg.27 Is a block diagram showing the construction 
of DVD-ROM drive 1046; 

Fig.2a is a block diagram showing the construction 
of DVD-RAM drive 1910; 

Fig. 29 is a block diagram showing the construction 
of AV signal processing unit 1047; 
Fig. GO Is a list of the commands transferred be-* 
tween each apparatus; 

Fig.3l shows a series of communications when an 
AV data file Is copied from DVD-ROM 41 to DVD- 
RAM 99; 

Fig. 32 Is a flowchart showing tha procedure of cop- 
ying of Fig.3l: 

Flg.33 is a flowchart showing the procedure of proc- 
ess HH appearing In FIg.32; 
Fig. 34 is a flowchart showing the procedure of proc- 
ess II appearing in Fig.32: 

Fig. 35 is a flowchart showing the procedure of re- 
producing an AV data file recorded In DVD-ROM 41 ; 
FIg,36 is a flowchart showing the procedure of proc- 
ess AA appearing in Fig.35; and 
Flg.37 Is a flowchart showing the procedure of proc- 
ess BB appearing in FIg.35. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The following are descriptions 0I the preferred em- 
bodiments of Information proces ing systems of the 
present inv ntion with reference to the drawings. 
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«Fifst Embodiment» 

The Intormatlqn proc ssing sysi m ol the first em- 
bodiment reads digital data racorded in a DVD and proc- 
eaaes (reproduces and copies) the read digital data 
within a range of uae form specified by the copyright 
owner, the eyatem being characterized by an Internal 
bus and an external bus formed therein. 

<ConQtruction of Information Processing SyQtem> 

Fig. 3 shows an appearance of the Information 
proceaaing aystam of the first embodiment. Flg,4 Is a 
block diagram showing the construction of the Informa- 
tion processing system. 

The Information processing system is divided into 
two main elements: Information processing apparatus 
40; and Small Computer System Interface (SCSI) de^ 
vice group 50 connected to Information processing ap* 
paratus 40 via SCSI bus 43. Information processing ap- 
paratus 40 Is comprised of control unit 49, Input unit 45, 
keyboard 45K, mouse 45M, I/O bus 42, AV signal 
processing unit 47, video signal processing unit 48, dis- 
play apparatus 4SD, -and speaker 478. SCSI device 
group 50 Is comprised of HD apparatus 44, DVD-ROM 
(Read Only Memory) 41. DVD-ROM drive 4S. DVD- 
RAM (Random Access Memory) 99, and DVD^RAM 
drive 910. 

Control unit 49 controls all the above elements 
which make up the Information processing system, but 
mainly controls the system In acquiring user instructions 
and in reproducing and copying digital data recorded in 
DVD-ROM 41 according to the acquired Instruction. 
Control unit 49 directly controls elements 45, 47. and 
48, which are connected to I/O bus 42, via I/O bus 42; 
indirectly controia elements 44. 46, and 910. which are 
connected to SCSI bus 43. via AV signal processing unit 
47. 

Input unit 45 to which mouse 45M and keyboard 
45K are connect Is an interface for receiving user In- 
structions. 

I/O bus 42 fs an Internal bus of information process- 
ing apparatus 40 and connects to control unit 49, Input 
unit 45, AV signal processing unit 47, and video signal 
proceaaing unit 48. A PCI bus or an ISA bus and the like 
may bo used as I/O bus 42. 

AV signal processing unit 47 has two functions; a 
function as an SCSI interface between control unit 49 
and SCSI devfces; a function as a formal data reception 
apparatus for reproducing the AVdata received via SC- 
SI bus 43, that Is, decompressing the AV data and out- 
putting it to video signal processing unit 48 and speaker 
475 as the image date and voice data respectively. Note 
that the "data reception epparatue" Indicates an appa- 
ratus for receiving digital data via a transmission path 
and processing it. Also note that the "format data rec p- 
tion apparatus" Indicates a data reception apparatus 
that processes the AV data fornrtally, that is. proc s Ing 



the digital data In a renge of use forms sp clfled by th 
copyright owner. For example, the formal data reception 
apparatus Is such a data reception apparatus as only 
reproduces the AV data an which copy Is prohibited and 

5 only reproduction is permitted and does not store the 
data internally as secondary recording. 

Video signal processing unit 46 combines the image 
data output from AV algnai processing unit 47 with the 
graphics data generated according to an instruction 

^0 from control unit 49, then converts the combined data 
Into an analog image algnai and outputs It to display ap- 
paratus 46D. 

HD apparatus 44 is a secondary storage for non- 
AV-data. In the present embodiment, HD apparatus 44 

IS |3 used as a target storage Into which the program data 
recorded In DVD-ROM 41 Is copied. 

DVD-ROM 41 is a read-only DVD and la an Infor- 
mation record medium prestorlng the digital data that 
are to be processed by the Information processing syc- 

so tem. 

DVD-ROM drive 46 Is one of formal data transmis- 
sion apparatuses and reads digital data recorded in 
DVD-ROM 41 and outputs rt to the data reception appa- 
ratus via SCSI bus 43. Note that the "data transmission 

2^ apparatus" indicates an apparatua that fetches digital 
data from the medium and outputs it to the data recep- 
tion apparatus via a transmission path, and that the "for- 
mal data transmission apparatus" indicates a data trans- 
mission apparatus that processes the AV data formally 

30 that is, a data transmission apparatus that outputs the 
AV data only when the transmission target le a formal 
data reception apparatus, 

DVD-RAM 99 Is a rewritable DVD. In the present 
embodiment, DVD-RAM 99 Is used as an Information 

35 rscord medium for storing the AV data recorded in DVD- 
ROM 41* as secondary recording. 

DVD-RAM drive 91 0 Is one of fornnal data reception 
apparatusee and stores digital data received via SCSI 
bus 43 into DVD-RAM 99. 

40 SCSI bus 43, connecting to information processing 
apparatus 40 and SCSI device group 60. Is an external 
bus which conforms to the SCSI standard, In the infor- 
mation processing system, original device type codes 
are used. The device type codes have been defined un- 

4£ der the SCSI standard and are used to Judge whether 
an SCSI devic6 is a formal data transmission apparatus 
or a formal data reception apparatus. This following Is 
a description of the SCSI standard related to the device 
type codes, 

so . /According to the SCSI standard, an SCSI device 
connected to a bus has Identification (ID) codes which 
are used in the bus. An SCSI device performs the fol- 
lowing pre-processing before sending data or a com- 
mand: the SCSI device outputs to a bus a bus occupa- 

^5 tlon request which includes its own ID code and transfer 
target ID code; if th transfer target SCSI d vice gives 
a r sponse to the request, the occupation of the bus Is 
establish d; then the data or command Is transmitted. 
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That is, it is posslbia for SCSI dsvjcdd connected to an 
SCSI bus 10 Identily one another at data transmission 
by means of tba ID codes. 

In addition, SCSI devicee conn cted an SCSI bua 
include the device anrlbute Information indicating the 
type and function of the SCSI devices. 

Figs. 5(a) and 5{b) ehow ihe davlQe attribute Infor- 
mation. 

F]g.6(a) shows the format of the device attribute In- 
formation. In the drawing, the higher three bite of the 
first one byte represents peripheral device c lass Iflcat ton 
code; the lower five bits a device type code. 

Fig. 6(b) shows the correspondence between the 
device type codes and the device types. As shown In 
the drawing, device type code "10101" indicates an "AV 
disk read-only- device." "1 OUT an 'AV disk record de- 
vice/ and ■10010' an "AV signal processing device." 

Note that in the present embodiment, the "AV disk 
read-only device (10101)," "AV disk record device 
(101 11 and "AV signal processing device (100 10)" are 
called "AV devices" In the present specification. The 
DVD-ROIV1 drive 46 of the present embodiment is the 
'AVdisk read-only device (10101 AV signal process- 
ing unit 47 "AV signal processing device (10010)," and 
DVD-RAM drive 910 "AVdiskrecorddevice (10111)," all 
of them being the AV devices. 

An SCSI device connected to an SCSI bus, on re- 
ceiving an SCSI command for authentication (INQUIRY) 
from another SCSI device via the SCSI bus, returns the 
device attribute Information to the other via the SCSI 
bus. The other SCSI device holds the device attribute 
Information with the device ID of the sending device. Ac- 
cordingly, once an SCSI device acquires the device at- 
tribute information by sending the SCSI command (IN- 
QUIRY), the SCSI device holds the device type Informa- 
tion of the other device. 

In the present specification, the operation done by 
two AV devices, sender and receiver of data, for Identi- 
fying each other with the SCSI command (INQUIRY) for 
authentication is called an "AV device reciprocal authen- 
tication." 

Now. DVD-ROM 41, DVD-RAM 99, DVD-ROM 
drive 46. DVD-RAM drive G10, AVsignal processing unit 
47, and control unit 49 are described in detail. 

<DVD-ROM 41, DVD-RAM 99> 

The construction of DVD-ROM 41 and DVD-RAM 
99 (they each are often called a DVD) and the construc- 
tion of digital data recorded In them are described as 
follows. 

<Conslruction of DVD> 

Fig.6(a) is a front view of a DVD, 

DVD 2200 has center hole 2201. Around the center 
hole is clamp ar a 2202, and further around the clamp 
area is information record area 2203 In which digital data 
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Is record d. 

information record area Is divided into lead-in area 
2205. data-r corded 2206, and lead-out area 2207. The 
lead-in area i located at the innermost position; the 
s lead-out area the outermost position. Lead-in area 2205 
stores data which la used to initialize DVD-ROM drive 
46 and DVD-RAM drive 910 (they each are often called 
a DVD drive); data-recorded 2206 stores digital data 
which Is different for each application. Lead-out area 
10 2207 notifies the DVD drive of the end of data-recorded 
2206 and does not store substantial data. That Is, the 
DVD drive first roads lead-In area 2205 when the disk 
Is loaded, then reads data-recorded 2206 according to 
a received Instruction. 
ys Fig.e(b) Is a cross-section of the DVD, 

Starting from Ihe bottom, the Information record lay- 
er of DVD 2200 is formed of first transparent substrate 
220a, information layer 2209, bonding layer 221 0. sec- 
ond transparent substrate 221 1 . and print layer 221 2 on 
^0 which a label is printed. First transparent substrate 2208 
and second transparent substrate 2211 are both about 
0.6mm thick, that Is In a range of about 0.5nm to 0,7mm. 
Bonding layer 2210, being formed between information 
layer 109 end transparent substrate 111, bonds those 
S5 layers. Print layer 2212 may be excluded If not neces- 
sary, also it may cover only a part of the Information 
record layer. 

The lower surface from which information is read 
with light beam 2213 shone thereon 1$ called surface A, 

30 and the upper surface on which printing layer 2212 Is 
formed is called rear surface B. . 

For DVD-ROM 41 , a reflective membrane such as 
metal foil Is attached to a surface of Information layer 
2209 where It is In contact with transparent substrate 

ss 2208. Indented and protruding pits are formed in this re- 
flective rrkembrane. The pit length and Interval deierr 
mines the content of digital data. The pit length and In- 
terval are shorter than those of CDs. Also, the pitch of 
the Information track comprised of a series of pits is 

40 shorterthan that of CDs. Information is retrieved by shin- 
ing light beam 2213 on the series of pits and measuring 
changes In the reflection ratio. 

For DVD-RAM 99, in contrast, information is record- 
ed by using the phase change of information layer 2209, 
which is made of a special record material (a kind of al- 
loy). That Is, Information is recorded by shining a high- 
output light beam on light spot 2214 to heat the spot to 
a high temperature to change the spot from crystal state 
to amorphous state* Information is retrieved by ehlning 

60 a low-output light beam and reading changes in the re- 
flection ratio of the crystal phase and amorphous phase. 

Light spot 2214 on a DVD has a diameter of around 
1/1 ,6 times the diameter of a light spot on a conventional 
CD due to an Increase in the Numerical Aperture (NA) 

5^ of the objective tons and a reduction In the wavelength 
Xof the light beam. 

DVDs of the physical construction described above 
can store about 4.7QB of Information with DVD-ROM 
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41 . about 2.6C3B with DVD-RAM 59. The etorago capac- 
ity of 4.7GB is almost sight times the storage capacity 
of a conventional CD. As a result. It Is poaalbla to 
achievft a great improvomftnt In picture quality for mov- 
ing pictures and to increase the reproduction time to 5 
over two hours. Due to such a storage capacity, It may 
be said that DVDs are suitable for record media for stor- 
ing high-quality pictures. 



<DVD Physical Format> 
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Flga.7(a)'7(f ) show the DVD physical format, name- 
ly the physical construction of recorded data. 

Fig.7(a) shows the physical construction of data-re- 
corded 2206, which is divided into a plurality of sectors, is 
The sector ia-the minimum unit ot data In readlng/Wriling. 

Fig.7(b) shows the construction of the sector Each 
sector includes, in order, a sector header area ot 12 
byteSj a user data area ot 2,043 bytee. and an error de- 
tecting code area of 4 bytes. so 

The user data area stores digital data of the file 
management Information or the application information 
that includes the AV data. The AV data Included in the 
application information la MPEG streams. The file man- 
agement information is management information bt the ss 
filing system in which files are managed with such a con- 
struction as a plurality of eectore make up a file, a plu- 
rality of filed a directory. 

The sector header area stores, in order, a sector 
address, which is address information tor identifying so 
sectors, an error correcting code of the sector address, 
and a Copy Generation Management System (CQIVIS) 
control data. The CGMS control data specifies a use for- 
mat of digiiat data stored In the sector. The DVD drive 
conlrole reading of a sector according to the CGMS con- 3s 
trol data. 

Note that the address Information of the sector In- 
ciudsa lriformatior\ specifying any of the lead-in area 
2205, data-recorded 2206, and lead-out area 2207, The 
DVD drive identifies one of the areas according to the 40 
flddreaa information of the sector 

Fig.7(c) shows the construction of the CQMS con- 
trol data. The CGMS control data is comprised of a data 
attribute code of 6 bytes, CGMS data of 1 byte, and 4 
bytes reserved. 4$ 

Flg.7(d) shows the classification of the data at- 
tribute code. Data attribute code "Oih" (h indicates hex- 
adecimal notation) Indicates that the AV data Is recorded 
in the user data area of the sector; "OOh* Indicates that 
a data attribute la not specified. 60 

Fig.7(e) shows the construction of the CGMS data. 
The CQMS data has 1 byte, of which higher 2 bits are 
called a CGMS code. The CGMS code specifies a use 
form of the digital data stored In the user data area of 
the sector. ss 

Flg.7(f) shows th claselflcation of the CGMS coda. 
CQMS code "00" indicates a copy permitted, "1 0" a one- 
generation copy permitted, and "11" a copy prohibited. 



Note that the ''one-generation copy permitted** Indicates 
such a copy permlsfilon aa, for example, copying the AV 
data from DVD*ROM 41 to DVD-RAM 69 is permitted, 
but further copying the copied AV data to anoth r DVD- 
RAM is not permitted. Also note that in the present em- 
bodiment, the reproduction is permliied with any of the 
above CGMS codes. 

With the sector construction described above, when 
reading a piece of digital data from the user data area 
of a sector, the DVD drive judges whether the piece of 
digital data Is AV data and Identifies the manner of copy 
permission by referring to the CQMS control data of the 
sector. 

<DVD Logical Format> 

Figs.e(a) and e(b) show the DVD logical fonnat. 
namely, the logical construction of recorded data. 

Flg,8(a) shows the logical construction of data-re- 
corded 2206. At the first place of data-recorded 2206 is 
the file management information, then follow a plurality 
of files. The "file" indicates a logical data unit which in- 
cludes a plurailty of sectors and is used to menage the 
sectors In groups. The file management information in- 
cludes the attribute of each file. The .file management 
information may also include information used to man- 
age files in units of directories. 

Fig.a(b) shows a tree of the file/directory construc- 
tion in the present embodiment The ovale in the drawing 
Indicate directories, the rectangles files. In this example, 
the DVD VIDEO directory and two files, namely, 
File1.DAT and FlIe2.DAT are linked to the ROOT direc- 
tory, and three files, namely. Movie 1 ,VOB, Movie2.VOB^ 
and Movla3.VOB are linked to the DVD VIDEO directo- 
ry- 
Concerning the file name and directory name, a 
naming standard is prepared in the present embodiment 
60 that ihe file type may be identified easily File names 
with extension VOB are regarded as AV data files. A di- 
rectory named DVD-VIDEO is a specific directory used 
for storing AV data, and the files linked to the epecific 
directory are all treated as files that store AV data. In 
Flg.e(b), the files storing AV data are Movlel.VOB. 
Movies. VOB» and MovleS.VOB (hereinafter auch flies 
as store AV data are called "AV data files"), File1,DAT 
and Flle2.DAT store data which is not AV data (iiereln^ 
after files storing data which is not AV data are called 
"non-AV data flies"). 

With the standard described above, It Is possible to 
judge whether AV data la to be read or non-AV data is 
by Interpreting the name of the file or directory which is 
to be read. For example, if a path of a file to be read 
Includes a directory DVD_VIDEO, it is judged that an AV 
data file Is to be read. Note that the file management 
Information in the present embodiment conforms to th 
IS013348 standard. 

Flgs.9(a)-9(c) show the IS013346 standard which 
is used as a filing system of the logical format shown In 
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Fi98.6(a) and &{b). The following Js a description, with 
rofsrence to the drawing*, of a procedure of obtaining 
a fil record address from a file name. 

Fig. 9(a) shows the logical relation of data In the flia 
management information under the IS013346 etand- 5 
ard. 

According to the IS01 3348 standard, the file record 
address is stored Ir^ the file entry einco the standard 
deals with rewritable disks as well as read-only disks. 

For example, for Movie1,VOB, a file entry for io 
Movlel exists In the file management Information; for 
Fllel.DAT a file entry for Fjle1 exists In the file manage- 
ment information. Accordingly, to obtain the file record 
address, the target tile entry should be obtained. The 
file entries are obtained by trailing the directories In the is 
file tree construction. The directory information exists as 
a directory file in the file management Information. The 
directory file Is comprised of a plurality of file Identify de- 
scriptors. Each file identify descriptor includes a file 
name and a record address of a file entry of a file or a 
directory managed by a directory. The file entry of the 
root, which is at the top of the directory tree construction, 
is included in the file set descriptor which Is stored in a 
predetermined place .In the file management Informa- 
tion. Accordingly, it Is possibly to obtain a target address 
Information from a file entry by obtaining the file entry 
by trailing the directory tree construction with a file name 
starting from the root. 

Fig.9(b) shows the construction of the file Identify 
descriptor for directory. As shown in the drawing, the so 
naming standard described earlier is applied to the di- 
rectory name in the file Idantify descriptor 

Fig. 9(c) shows the construcilon of the fil© Idantify 
descriptor for files. As shown in the drawlrtg, the naming 
standard described earlier is applied to the file name in 35 
the f-lle identify descriptor 

<DVD'.R9M drive 

Fig. 1 0 is a block diagram showing the construction 40 
of DVD-ROM drive 46. 

DVD-ROM drive 46 includes Interface connector 
600. data read circuit 60i . OQMS control data memory 

502, user data memofy 503, CQMS data Identify circuit 
504. SCSI bus control circuit 505. user data exchange ^ 
circuit 508. internal data bus 507, control bus 608, and 
microprocessor 509. 

Interface connector 500 connects SCSI bus 43 to 
DVD-ROIVI drive 45. 

Data read circuit 501, on receiving a piece of ad- 
dress information specifying a sector number, controls 
a disk drive apparatus, reads digital data stored fn the 
specified sector on DVD-ROM 41 , stores the user data 
of the userdata area of the sector into uaardata memory 

503, and stores 'the CGMS control data of the sector ss 
head r area of the sector into CGMS control data m m- 

ory 502. 

CGMS control data memory 502 is a memory for 



terriporarlly storing the CGMS control data of the sactor. 

Us r data memory 503 is a memory for temporarily 
storing the user data of th sector 

CQMS data id ntify circuit 504 identifies the ccwitent 
of the CQMS control data. More specifically. CGMS data 
Identify circuit 504 reads CGMS control data from 
CQMS control data memory 502. judges whether the us- 
er data attribute stored In user data memory 503 ts "not 
specified" of "AV data" by referring to the data attribute 
code of the CGMS control data, and notifies microproc- 
essor 509 of the Judgement result. CQMS data Identify 
circuit 604 also judges whether the user data copy lim- 
itation Information stored In user data memory 503 Is 
•copy permitted," 'ono-genaration copy permitted," or 
"copy prohibited" by referring to the CQMS data of the 
CGMS control data, and notifies microprocessor 509 of 
the judgement result. 

SCSI buG control circuit 505, which operates as a 
controller of the SCSI bus, is connected to SCSI bus 43 
via Interface connector 500 and transmits/recelvas com- 
mands or data according to the SCSI standard. 

User data exchange circuit 506 Is one of the circuits 
formed to protect the copyright. User data exchange cir- 
cuit 506, on receiving an Instruction from microproces- 
sor 509, reads the userdata from user data memory 503 
and converts it into the NULL data, where the "NULL 
data" Indicates dummy data that does not include Infor- 
mation such as "OOOOh." 

Internal data bus 607 is a data transfer path through 
which data read by data read circuit 601 is transferred 
and SCSI bus control circuit 605 outputs data to SCSI 
bus 43. 

Control bus 508 Is a data transfer path through 
which instructions, namely, a command set. output from 
microprocessor 509 are transferred and the process r - 
suit information sent from each circuit is transferred. 

Microproceasor 609 interprets the SCSI command 
received by SCSI bus control clrcuit'605 according to 
an embedded control program and controls the whole 
DVD-ROM drive 46. 

The following is a description of the control by mi- 
croprocessor 609 for each of the following SCSI com- 
mands: INQUiRY for recognizing the device type of the 
device from/to which data Is rsceivedAransmitted and 
for performing the reciprocal authentication; READ for 
reading general digital data from the DVD; and READ 
AV for reading only AV data among digital data. 

<INQUIRY: SCSI Command for Autheniicatlon> 

Microprocessor 509, on Judging that an input SCSI 
command ts INOUIRY for authentication, returns the 
machine attribute data of DVD-ROM drive 46 Itself to 
the device which has sent the SCSI command INQUIRY 
with the format shown in Fig.5(Q) via SCSI bus control 
circuit 505. Note that th machine attribut data returned 
includes device type cods •lOlOr (AV disk read-onfy 
devic ), as shown in FIg.5(b). 
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<READ: SCSI Command for Data Reading> 

MicroprocQsapr 609, on judging that an input SCSI 
command is READ for data reading, drives and inatructs 
data read circuit 501 to read diglta/ data from DVD-ROM 5 
41 according to the sector number which i£ included In 
the command aa a parameter. The digital data read by 
data read circuit 501 ie divided Into the CGMS control 
data, which le retrieved from the header area of the sec- 
tor, and the user data, which Is retrieved from the uaor 10 
data area of the sector, then theee pieces of data are 
respectively etored in CQMS control data memory 502 
and user data memory 509. 

After the above process, CGMS data identify circuit 
604 Judges whether the user data (2.046 bytes) stored is 
in user data memory 503 is AV data. 

If the user data Is AV data, user data exchange cir- 
cuit 606 converts the user data (2,048 bytes) into NULL 
data (2,048 bytes) as a copyright protection process. 
SCSI bua control circuit 505 transfers the converted us- 20 
er data to the SCSI device that has sent the command. 

It the user data is non-AV data, the user data is 
transferred to the SCSI device that has aent the com- 
mand, without above conversion Into NULL data. 

SB 

<READ_AV: SCSI Command for AV Data Readlng> 

Microprocessor 509, on Judging that an Input SCSI 
command fs READ_AV for AV data reading, similarly, 
drives and instructs data read circuit 601 10 read digital ^o 
data from DVD-ROM 41 according to the sector number 
which is included In the command as a parameter. The 
digital data read by data read circuit 501 is divided into 
the COMS control data, which Is retrieved from the 
header area of the sector, and the user date, which 1$ ^5 
retrieved from the user data area of the sector, then 
these pieces of data are respectively stored in CGMS 
control data memory 502 and user data memory 503, 

After the above process, microprocessor 509 In- 
structs CGMS data Identify circuit 604 to judge whether 40 
the user data (2,048 bytes) stored In user data memory 
503 Is AV data and whether the copy limitation Informa- 
tion ts "copy parmlned," "one-generatfon copy permit- 
ted,' or "copy prohibited," 

Microprocessor 509 then refers to the machine at- <s 
tribute data, which la sent with command READ^AV, of 
the SCSI device that is the data transfer target to judge 
whether the data transfer target is an AV device. If It is. 
microprocessor 609 judges whether the above user da- 
ta is reproduced or copied. More specifically, when the ^o 
device type code of the transfer-target SCSI device la 
any of "lOIOI," "lOin." and "10010.* rt is judged that 
the transfer target (a an AV device; when "10010," 
Judged that the data la reproduced; and when "10111 ,* 
Judged that the data Is copied. SB 

W the abov judgement matches any of the follow- 
ing, microprocessor 509 outputs the CQMS control data 
(6 bytes per sector) retrieved from CQMS control data 
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memory 502 and the user data (2,048 bytes per sector) 
retrieved from user data m mory 503, that Is, 2.054 
bytes of digital data In total in a data transfer unit of 2,054 
to the SCSI device that haa aent the command: 

(1) the user data (2,048 bytes) is non-AV data; 

(2) the user data (2,048 bytes) is AV data and the 
AV data Is reproduced; and 

(3) the user data (2.048 bytes) is AV data and the 
AV data is copied and the above copy limitation In- 
formation ts "copy permitted" or •one-generation 
copy permitted.* 

If, In contrast, the above judgement matches any of 
the following, microproceaaor 609 Instructs user data 
exchange circuit 606 to convert the user data (2,048 
bytes per sector) Into NULL data (2,048 bytes) as a cop- 
yright protection process, then outputs the NULL data 
and the CQMS control data (8 bytes per sector) re- 
trieved from CQMS control data memory 502, that la, 
2,064 bytes of digital data In total In a data transfer unit 
of 2.054 to the SCSI device that has sent the command: 

(1 ) the user data la AV data and the device to which the 
user data la transmitted is a non-AV data device; and 

(2) the user data is AV data and the AV data la copied 
and the above copy limitation Information is "copy pro- 
hibited." 

<DVD-RAMdrive910> 

Fig. 11 Is a block diagram showing the construction 
of DVD-RAM drive 910. 

DVD-RAM drive 910 Includes Interface connector 
100, data record circuit 101. CQMS control data mem- 
ory 102. user data memory 103, CGMS data identify/ 
update circuit 104. SCSI bus control circuit 105, uaor 
data exchange circuit 1 08, internal data bus 107, control 
bus 108, and microprocessor 109, 

Among the above elements, Interface connector 
100, CQMS control data memory 102. user data mem- 
ory 103. SCSI bus control circuit 105, user data ex- 
change circuit 108, internal data bus 107, and control 
bus 108 operate the same as corresponding elements 
of DVD-ROM drive 46. As a result, repetitious descrip- 
tion is omitted, and only microprocessor 109, which 
functions differlgntly from microprocessor 509 and new 
elements data record circuit 101 and CQMS data Iden- 
tify/update circuit 1 04 are explained here. 

Note that the correspondence between the ele- 
ments of DVD-ROM drive 46 and those of DVD-RAM 
drive 910 are as follows: interface connector 100 and 
Interface connector 500; CGMS control data memory 
102 and CQMS control data memory 602; user data 
memory 1 03 and user data memory 603; SCSI bus con- 
trol circuit 105 and SCSI bus control circuit 605; user 
data exchange circuit 106 and user data exchange cir- 
cuit 506; Internal data bus 1 07 and Internal data bus 507; 
and control bus 108 and control bus 508. 
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Daia record circuit 101 write© into DVD-RAM 99 the 
data retrieved from data memory 503 or CGM9 control 
data memory S02. In writing as above, the CGMS con- 
trol data and the ufisr data are recorded in the aaclor 
header area and tine user data area of the spocified ec- 
tor with the fornnate shown In Fig6.7{a)-7(f), 

CGMS data Identity/Update circuit 104 identifies or 
updates the content of the CGMS control data. More 
epsciftcaily CGMS data identify/update circuit 504 
reads CGMS control data from CGMS control data 
memory 102 according to an Instruction from microproc- 
essor 109, identifies the data attribute code and the 
GGMS code therein, end oenda the results to microproc- 
essor 109. CGMS data identify/update circuit 504 also 
updates the CGMS data in tho CGMS control data re- 
trieved from CGMS control data memory 102 according 
to an instruction from microprocessor 109. In the up- 
date, if the CGMS code is *10' (one-generation copy 
permitted), CGMS data Identify/update circuit 504 up- 
dates the code as "11 " {copy prohibited) to prohibit the 
copy of the second generation. 

Microprocessor 109 interprets the SCSI command 
received by SCSI bus control circuit 105 according to 
the embedded control program, and controls the whole 
DVD-RAM drive 910, ' 

Now. the operations of DVD-RAM drive 910 for SC- 
SI commands INQUIRY and WRITE^V are described. 

<1NQU1RY: SCSI Command for AuthentIcaiion> 

Microprocessor 109. on Judging that an SCSI com- 
mand input to SCSI bus control cfrcuft 105 is INQUIRY 
used for authentication, retums the machine attribute 
data of DVD-RAM drive 91 0 to the device which has sent 
the SCSI command INQUIRY with the format shown In 
Fig.6(a) via SCSI bus control circuit 10S. Note that the 
machine attribute data returned Includae device type 
code *10iir (AV d|s,k record device), as shown In Fig. 
5(b). 

Microprocessor 109 sends SCSI command IN- 
QUIRY for authentication to tho SCSI device connected 
to the SCSI bus, receives the machine attribute data of 
the SCSI device from the device, and stores the attribute 
data in the internal memory and the like with the corre- 
sponding ID code of the SCSI device. 

<WR1TE_AV; SCSI Command for AV Data Recording> 

Microprocessor 109, on Judging that an input SCSI 
command Is WRITE_AV for AV data recording, instructs 
SCSI bus control circuit 105 to receive digital data In a 
transfer unit ot 2.054 bytes and stores the user data of 
the digital data Into user data memory 103, the CGMS 
control data Into CGMS control data memory 102. 

CGMS data' identify/update circuit 104 judges 
whether the user data stored in user data memory 103 
is the copy-permitted data. Mor specifically, If the 
CGMS code of the CGMS data Is MO" (one-generation 



copy) or "00" (copy permitted), CGMS data identify/up- 
date circuit 104 Judges that the copy of the data is per- 
mit! d. Mlcroproc ssor 109 alsojudges whether the SC- 
SI device that has sent the command WRiTE_AV Is an 
5 AV device by rafarring to the machine attribute data ob- 
tained through the reciprocal authentication done earli- 
er. 

If the SCSI device Is an AV device and the user data 
la copy-permitted digital data. CGMS data identifyyup- 

10 date circuit 104 updates the CGMS control data. Data 
record circuit 101 then records the user data (2.048 
bytes) and the updated CGMS control data (6 bytes) Into 
DVD-RAM 99. 

If the SCSI device that has sent the command 

IB WRITE.AV Is a non-AV device or the user data is copy- 
prohibited digital data, namely, with tho CGMS cod© "1 1 " 
(copy prohibited), user data exchange circuit 108 con- 
verts the user data stored In user data memory 1 03 into 
NULL data. Data record circuit 101 than records the 

^0 NULL data (2,048 bytes) and the CGMS control data (6 
bytes) into DVD-RAM es. 

<AV signal processing unit 47> 

Fig, 1 2 fs a block diagram showing ths construction 
of AV signal processing unit 47. 

AV signal processing unit 47 is comprised of con- 
nector 600, \/0 bus control circuit 601, I/O command sta- 
tus register 602, SCSI bus control circuit 603, data buffer 

30 604, CGMS data detect/Identify circuit 605, MPEG de- 
coder 606, D/A convert circuit 607, control bus 608. in- 
ternal data bus 609, microprocessor 610, and interface 
connector 611. 

Connector 500 connects AV signal processing unit 

ss 47 to the I/O bus. 

I/O bus control circuit 601 identifies information in- 
put from the I/O bus. More specifically if the input infor- 
mation is data, I/O bus control circuit 601 stores the data 
into data buffer 604: rf the Input information Is a control 

^0 command such as the 1/0 command, stores the com- 
mand Into I/O command status register 602. 

I/O command status register 602 Is a memory for 
temporarily storing commands input to AV signal 
processing unit 47 from control unit 49, processing re- 

45 suits by AV signal processing unit 47, etc. 

SCSI bus control circuit 003, being a controller of 
the SCSI bus and connected to SCSI bus 43 via Inter- 
face connecter 61 1 , iransmlts/recetves commands and 
data under the SCSI standard. SCSI bus control circuit 

so 603, by the Instructions sent from microprocessor 81 0, 
sends an AV data read request to DVD-ROM 41 by is- 
suing the SCSI command for AV data reading 
(READ_AV) to DVD-ROM 41 and sends an AV data 
record request to DVD-RAM 99 by Issuing the SCSI 

^5 command for AV data recording (WRITE.AV) to DVD- 
RAM 99. 

Data buffer 604 is a memory for temporarily storing 
data by retrieving the data from control bus 608 and in- 
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lornal data bus 609. 

CGMS data detdct/ldentify circuit 605 extracts the 
CGMS control data from 1h© Input digital data and Judg- 
ds the data attribute by referring to the data attribute 
coda In CQMS control data. If the data is AV data. CQMS 
data detect/identify circuit 605 outputs only user data to 
MPEG decoder 60S; If not. stops outputtlng the digital 
data to MPEG decoder 606. 

MPEG decoder 606 converts the Input digital data, 
namely, MPEG streanns, Into Image data and voice data 
by decompreseing the digital data In a certain manner 
and outputs the data. 

D/A convert circuit 607 converts the voice data out- 
put from MPEG decoder 606 Into analog voice signal 
and outputs the signal. 

Control bufi 608 i$ a path through which Instructions 
issued by mlcroprocesaor 610, processing reeufts aent 
from each circuit, etc, are transferred, 

Internal data bus B09 Is a bus to which I/O bus con- 
trol circuit 601 , SCSI bus control circuit 603, data buffer 
604, and CGMS data detect/identify circuit 605 are con- 
nected. 

Interface connector 611 connects AV signal 
processing unit 47 to the SCSI bus. 

Microprocessor 610, according to the embedded 
control program, Interprets the I/O command stored In 
I/O command status register 602 and the SCSI com- 
mand received by SCSI bus control circuit 603 and con- 
trols the whole AV signal processing unit 47. 

The following is a description of the operation by AV 
signal processing unit 47 for each of the following com- 
mands: the I/O command for data reading (IO_RE AD), 
the I/O command for AV data reproducing (lO_PLAY), 
the I/O command for AV data copying (lO^^COPY), and 
the SCSI command for authentication (INQUIRY). 

<INQUIRY: SCSI Command for Authentication> 

Microprocessor 610. on Judging that an SCSI com- 
mand input into SCSI bua control circuit 603 is INQUl RY 
tor authentication, returns the machine attribute data of 
AV signal processing unit 47 to the device which has 
sent the SCSI command INQUIRY with the format 
shown In Fig.6{a) via SCSI bus control circuit 605. Not© 
that the machine attribute data returned includes device 
type code MO0 10" (AV signal processing device), ae 
shown In Fig.5(b). 

<IO_READ: I/O Command for Data neadlng> 

Microprocessor 610, on Judging that a command In- 
put Into I/O command status register 602 is the I/O com- 
mand for data reading (IO_READ), instructs SCSI bus 
control circuit 603 to issue the SCSI command (READ) 
to DVD-ROM drive 46 to read digital data from DVD- 
ROM 41 . temporarily stores the digital data rec Ived by 
SCSI bus control circuit 603 Into data buffer 604, and 
Instructs I/O bus control circuit 601 to output the data In 
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data buffer 604 to control unit 49 via I/O bus 42. 
<IO_PLAY; I/O Command for AV Data ReproducIng> 

s Microprocessor 610. on judging that a command in- 
put into I/O command status register 602 is the I/O com- 
mand for AV data reproducing (lO PLAY), performs the 
reciprocal authentication with DVD-ROM drive 46. More 
specifically, microprocessor 610 instructs SCSI bus 

^0 control circuit 603 to send the SCSI command for au- 
thentication (INOUIRY) to DVD-ROM drive 46, and 
judges whether the SCSI device which has transmitted 
the data la AV device by referring to the machine at- 
tribute data that la returned from DVD-ROM drive 48. 

If either of the data-transmitting SCSI device and 
the data-receiving SCSI device Is not AV device, micro- 
processor 610 stores an error status in I/O command 
status register 602 and ends processing. 

If both the data-transmitting SCSI device and the 
so data-receiving SCSI device are AV device, microproc- 
essor 610 issues the SCSI command for AV data read- 
ing (READ_AV), to which attached the sector number 
specifying the AV data to be copied and also attached 
the machine attribute data "10111" of DVD-RAM drive 
gi 0, namely a copy target, to DVD-ROM drive 46, and 
temporarily stores the transferred digital data into data 
buffer 604. After the etorage of the digital data, micro- 
processor 610 Issues the SCSI command for AV data 
recording (WRITE^AV) to DVD-RAM drive 91 0. and out- 
90 puts the digital data stored in the buffer to DVD-RAM 
drive 91Q» 

<Controt Unit 49> 

36 Control unit 49, as shown in Fig. 4, Is comprised of 
processor bus 493, CPU 49C, bus l/F 491, and main 
memory 49M. CPU 49C is connected to bus l/F 491 and 
main memory 49M via processor bus 49B. CPU 49C, 
according to the OS loaded In main memory 49M and 
40 the control program unique to the present information 
processing system. Interprets the instructions sent from 
external elements via Input unit 45, and controls the re- 
trieving of the digital data from DVD-ROM 41 and the 
data transmission target. Control unit 49 displays a 
45 screen as shown In Fig.2 on display apparatus 4SD and 
also controls kbyboard 45K and mouse 45M in interac- 
tive communication with the user. 

Note that the file management Information of DVD- 
ROM 41 is read from DVD-ROM 41 during the Inltializa- 
^0 tlon performed when the disk Is loaded or at any other 
occasion and that the file management information is 
stored In main memory 49M in control unit 49. This Is 
because, as described earlier, It Is possible to obtain the 
record addresses of the files in DVD-ROM 41 by the file 
55 names by searching the file management Information 
under I SOI 3346, 

Contr I unit 49 performs the "AV data repr ductlon 
control" wh n It receives via Input unit 45 an instruction 
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to reproduce an AV data file in DVD-ROM 40; p rforms 
the "AV data copy control" when it rftCdivas an instruc- 
tion to copy an AV data file; and performs the "data copy 
control" when It receivea an Instruction to copy a data 
fit . 

For the "AV data reproduction control," control unit 
49 judges whether the specified file ]a the file that stores 
AV data by checking whether the name of the directory 
storing tha specified file Is "DVD-Video, " If judged as the 
AV data flie, control unit 49 Issues the I/O command for 
AVdata reproducing (lO^PLAY) to AV signal processing 
unit 47 via I/O bus 42 to reproduce the AV data file. If 
Judged as non-AV data file, control unit 49 notifies the 
user ot an error by a beep. 

For the "AV data copy control," control unit 49 sim- 
ilarly judges whether the specified file Is the file that 
stores AV data. If judged as the AV data file, control unit 
49 issues the I/O command for AV data copying 
(IO_COPY) to AV signal processing unit 47 via I/O bus 
42 to copy the AV data file. If judged as non-AV data file, 
control unit 49 notifies the user of an error by a beep. 

For the "data copy control," control unit 49 similarly 
judges whether the specified file is the file that stores 
AV data. If judged as the non-AV data file, control unit 
49 Issues the i/Ocomrtiand for data reading {IO_READ) 
to AV signal processing unit 47 via I/O bus 42 to copy 
tha non-AV data file. If judged as the AV data file, control 
unit 49 notifiea the user of an error by a beep. 

Note that control unit 49 also outputs with the above 
I/O commands, as parameters attached to the com- 
mands, the ID code for identifying the device which 
specifies a drive for data reading/writing, the start ad- 
dress of the file to be read, and the data jsngth. 

<Command List> 

Figs. 13(a) and 13(b) show the above I/O com- 
mands and SCSI commands. FIg.13(a) shows the I/O 
commands which are control instructions Issued from 
control unit 49 to AV signal processing unit 47 via I/O 
bus 42. Fig, 1 3(b) shows the SCSI commands which are 
control instructions transferred between the SCSI devic- 
es via SCSI bus 43. 

<tnformation Processing System Operat[on> 

The following Is a description of the operation of the 
information processing system constructed as above for 
three cases: (1) a file Is copied from DVD-ROM 41 to 
DVD-RAM 99; (2) a file Is copied from DVD-ROM 41 to 
HD apparatus 44; and (3) a file in DVD-ROM 41 Is re- 
produced Note that, as mentioned earlier, the file man- 
agement information is stored in main memory 49M In 
control unit 49 during tha initialization performed when 
DVD-ROM 41 is loaded Into DVD-ROM drive 46. 



<Copy to DVD-RAM 99> 

The following Is a description of the operation of the 
Information processing sy tern when a file Is copied 
5 from DVD-ROM 41 to DVD- RAM 99. 

Fig. 14 Is a flowchart showing the procedurs of cop- 
ying an AVdata file from DVD-ROM 41 to DVD-RAM 99, 

Fig. 15 shows a series of communications in the 
above copying performed between control unit 49, AV 
TO signal proceselng unit 47, DVD-ROM drive 46, and 
DVD-RAM drive 910. 

Control unit 49, on receiving a file copy request from 
the user via input 45, Judges whether the file Is AVdata 
by referring to the name of the directory that stores the 
IS fite(S300, S301). 

If judged as a non-AV data file, control unit 49 noti- 
fies the user of an error by an error message and ends 
the operation (S303, S304). 

if Judged as an AV data file, control unit 49 issues 
so the I/O command for AV data copying (lO.COPY) to AV 
signal processing unit 47 (£302, Q300). 

AV signal processing unit 47, on receiving the I/O 
command IO_COPY, performs the AV device reciprocal 
authentication with DVD-ROM drive 46 by issuing th 
?5 SCSI command for authentication (INQUIRY) to DVD- 
ROM drive 46 (S305, Q301 -Q304). 

AV signal processing unit 47 performs the AV device 
reciprocal authentication also with DVD-RAM drive 910 
by Issuing the SCSI command tor authentication (IN- 
50 QUIRY) to DVD-RAM drive 81 0 (8306, 0305-0308). 

If both the above AV device reciprocal authentica- 
tions successfully and, AV signal procoseing unit 47 Is- 
sues , the SCSI command for AV data reading 
(READ_,AV) to DVD-ROM drive 46 (S307. Q309). 
35 DVD-ROM drive 46, on receiving the command, 
reads digital data and transfers the data to AV signal 
processing unit 47 (process H, Q310). 

Fig. 1 6 is a flowchart showing the procedure of proc- 
ess H. 

40 DVD-ROM drive 46, on receiving the SCSI com- 
mand for AV data reading (READ_AV). reads data from 
DVD-ROM 41 by the spsctflsd address and stores the 
CQMS control data into CGMS control data memory 
502, the user data Into user data memory 503 (S321 ). 

4S DVD-ROM 41 Judges by the CGMS control data 
whether the sector data can be copied (S322). More 
specifically, CQMS data Identify circuit 504 judges 
whether the user data attribute stored in user data mem- 
ory 503 is "not specified" ot 'AV data" and also Judges 

so whether the user data copy limitation Information stored 
In user data memory 503 is "copy permitted {d7,d6s20,0). 
" "one-generation copy permitted (d7, d6-1 ,0), " or •copy 
prohibited {d7,d6=1 .1)' by referring to the CGMS control 
data stored In CQMS control data memory 502, 

55 DVD-ROM drive 46 judges whether the AV device 
reciprocal authentication has succeed d, that Is, wheth- 
er tha data receptbn apparatus ts a forma) data rec p- 
tion apparatus (5323). If succeed d and the Judgement 
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In step S322 shows that the data is AV data and "copy 
permitted' or ■one-generation copy parmitted.' DVD- 
ROM driv 46 tranaters the sector data to AV signal 
processing unit 47 In a data transfer unit of 2,054 bytes 
which is a total of the CQMS control data (6 bytes) and s 
the user data (2,048 bytea) (S325). Otherwfaa, DVD- 
ROM drive 46 instructs user data exchange circuit 506 
to convert the user data into NULL data (6324) then 
transfers the NULL data to AV signal processing unit 47 
(S325). 10 

When the above process H completes, AV signal 
processing unit 47. having received the digital data from 
DVD-ROM drive 48, Issues the SCSI command for AV 
data recording (WRITE_AV) to DVD-RAM drive 910 
(3311) and transfers the digital data (S308, Q312). rs 

DVD-RAM drive 910, on receiving the digital data 
from AV signal processing unit 47, records the data Into 
DVD-RAM 99 (process I. Q311-Q313), 

Fig. 1 7 Is a flowchart showing the procedure of proc- 
ess I. 20 

DVD-RAM drive 91 0, on receiving the above digital 
data, divides the data Into the CGMS control data and 
the user data (S331). More specifically. DVD-RAM drive 
910 stores the user ds^ta of the digital data into user data 
memory 103, the CGMS control data into CQMS control S5 
data memory 1 02. 

DVD-RAM drive 910 Judgea whether the user data 
stored In user data memory 103 is copy-permlned data 
(8332). More specifically, If the CGMS code in the 
CGMS data Is "copy permitted (d7,d6=0,0)'' or "one- so 
generation copy permitted (d7,d6=1 .0)/ it is Judged that 
the data is copy-permitted data, 

DVD-RAM drive 91 0 Judges whether the AV device 
reciprocal authentication performed earlier (O307. 
Q308) is a success and whether the user data la copy- ss 
permitted data (S333). For the above Judgement, DVD- 
RAM drive 910 judges whether the SCSI device that has 
issued the SCSI' command for AV data recording 
(WRITE_AV) is an AV device by referring to the machine 
attribute data acquired through the reciprocal authenti- 40 
cation. 

DVD-RAM drive 910 converts the user data stored 
In user data memory 103 Into NULL data If the above 
judgement (S333) Is not satisfying, that Is, the reciprocal 
authentication has failed or the digital data Is copy-pro- 4$ 
hiblted (S334). 

DVD-RAM drive 91 0 updates the CGMS control da- 
ta If the above judgement Id 8ail$fylng (S335). More spe- 
cifically. DVD-RAM drive 910 overwrites the CQMS con- 
trol data with 'copy prohibited (d7,d6=1 . 1 if the CGMS *o 
control data is "one-genaration copy permitted 
(d7,d6=1,0)'' (S335). 

DVD'RAM drive 910 records the user data and the 
updated CQMS control data into DVD-RAM 99 (S336). 

By repeating the above process (process H to proo- 
eas I) for a specified length of data to be transferred, 
digital data Is copied from DVD-ROM 41 to DVD-RAM 
99 with Its copyright protected {S309, S310). 
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<Copy to HD Apparatus 44> 

The following Is a description ol the operation of the 
information proceaalng aystem when a file la copied 
from DVDvROM 41 to HD apparatus 44. 

Fig. IS is a flowchart showing the procedure of cop- 
ying a file from DVD-ROM 41 to HD apparatus 44. 

Fig. 19(a) shows a series of communications In th 
above copying performed between control unit 49, AV 
signal processing unit 47. DVD-ROM drive 46. and HD 
apparatus 44 when the above file is a non-AV data file 
and the data read from DVD-ROM drive 46 ia non-AV 
data. 

Fig. 19(b) shows a series of communications In th 
above copying performed between control unit 49, AV 
signal proceasing unit 47, DVD-FiOM drive 46, and HD 
apparatus 44 when the above fite la a non-AV data file 
and the data read from DVD-ROM drive 46 is AV data. 

Control unit 49, on receiving a file copy request from 
the user via Input 45. judges whether the file Is an AV 
data file by referring to the name of the directory that 
stores the file (S201 . S202). 

If judged as an AV data file, control unit 49 notifies 
the user of an error by an error message and ends the 
operation (S202, S204. S213). 

If judged aa a non-AV data file, control unlt491aaue3 
the I/O command for data reading (IO_READ) to AV sig- 
nal processing unit 47 (S202, S203, Q200, Q210), 

AV signal processing unit 47, on receiving the I/O 
command {IO_READ), issues the SCSI command for 
data reading (READ) to DVD-ROM drive 46 (S205. 
Q201, Q211). 

DVD-ROM drive 48, on receiving the command, 
reada the specified digital data and transfers the data to 
control unit 49 via AV signal processing unit 47 (process 
C, Q202-Q203, Q212-Q213). 

Fig. 20 is a flowchart showing th© procedure of proc- 
ess C. 

DVD-ROM drive 46, on receiving the SCSI com- 
mand for data reading (READ), reads data from DVD- 
ROM 41 by the specified addreas and detects the 
CQMS control data In th© user data of the digital data 
(S206), DVD-ROM driv© 46 judges by referring to the 
detected CQMS control data whether th© data attribute 
of the user data Is AV data (S207). 

If judged as a non-AV data file. DVD-ROM drive 46 
transfers the user data (2,048 bytes) to AV signal 
processing unit 47 (S209, S202). If Judged as AV data, 
DVD-ROM drive 46 Instructs uaer data exchange circuit 
606 to convert the uaer data Into NULL data then trans- 
fers the NULL data to AV signal processing unit 47 
(S20B, Q212). 

The digital data transferred to AV signal processing 
unit 47 Is re-traneferred to control unit 49 (Q203. Q21 3) 
to be recorded in HD apparatus 44 through the writing 
process by control unit 49 (S210, Q204-Q207. 
Q214-Q217). More epeclflcally, control unH 49 outputs 
tha read digital data again to AV algnal processing unit 
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47 with the I/O command for data writing (jO_WRITE) 
specifying HD apparatus 44 as the target SCSI devica 
(Q204. Q214). AV signal procdaalngunit 47 writes ir^lo 
HD apparatus 44 the digital data with the SCSI com- 
mand for data writing (WRITE) {Q205-Q207, s 
Q216-Q217). 

By repeating the above process (proceas C. S210) 
for a specified length of data to be transferred, the digital 
data recorded In DVD-ROM 41 is copied to HD appara- 
tus 44 as follows: non*AV data files are copied as they io 
are; AV data files are converted Into NULL data before 
being copied (S2n. S212). 

<neproductlon> 

IB 

The follovying is a description of the operation of the 
Information processing eystem whan an AV data file Is 
reproduced, 

Pig.21 is a flowchart showing the procedure of re- 
producing an AV data file recorded in DVD-ROM 41 . 50 

Fig. 22 shows a series of communications in the 
above reproduction performed between control unit 49, 
AV signal processing unit 47, and DVD-ROM drive 46 
when the above file is .reproduced. 

Control unit 49, on receiving a reproduction request 
with a specified file from the user via input 45 (S100), " 
judges whether the file is an AV data file by referring to 
the name of iha directory that stores the file (S1 01 ). 

If judged as an AV data file, control unit 49 Issues 
the I/O command for AV data reproducing (IO_PLAY) to so 
AV signal processing unit 47 requesting the unit 47 to 
read the file from DVD-ROM drive 46 {SI 02, Q100); if 
judged as a non-AV data file, control unit 49 enters an 
error handling process, tor example It notifies the user 
of an error by a beep (SI 03), and ends processing 35 
(SI 04). 

AV signal processing unit 47. on receiving the I/O 
command IO_PLAY, performs the AV device reciprocal 
authentication with DVD-ROM drive 46 by Issuing the 
SCSI command tor authentication (INQUIRY) to DVD- 40 
ROM drive 46 (S 1 05, Q1 0 1 -Q 1 04). 

If the above AV device reciprocal authentication 
auccessfully ends. AV signal processing unit 47 issues 
the SCSI command for AV data reading (READ_>\V) to 
DVD-ROM drive 46 (S1 06, Q1 06). 

DVD-ROM drive 48, on receiving the command, 
reads and transfers the data (process A, Q106). 

Fig.23 Is a flowchart showing the procedure of proc- 
ess A. 

DVD-ROM drive 46, on receiving the SCSI com- so 
mand for data reading (READ_AV). reads data from 
DVD-ROM 41 by the specified address and 

DVD-ROM drive 46, on receiving the SCSI com- 
mand for AV data reading (READ_AV)» reads data from 
DVD-ROM 41 by the specified address and stores the ss 
CQMS control data Into CGMS control data m mory 
602. the user date into user data memory 503 (S107). 

CGMS data identify circuit 604 ludges whether the 



sactor data Is AV data based on the CGMS control data 
(S108). if not AV data, control jumps to step Sin; If it 
Is AV device, jumps to step S109, 

DVD-ROM driv 46 judges whether the above AV 
device reciprocal authentication has successfully end- 
ed, thai is, whether the data reception apparatus Is a 
formal data reception apparatus (S109). 

If the AV device reciprocal authentication has suc- 
cessfully ended, DVD-ROM drive 46 transfers the sector 
data to AV signal processing unit 47 in a data transfer 
unit of 2,054 bytes which Is a total of the CGMS control 
data (6 bytes) and the user data (2,049 bytes) (Sill). 
Otherwise, DVD-ROM drive 46 Instructs user data ex- 
change circuit 606 to convert the user data Into NULL 
data (S1 10) then transfers the NULL data to AV signal 
processing unit 47 (S1 11). 

After the above processes, 'AV signal processing 
unit 47 outputs images (process B). 

Fig. 24 is a flowchart showing the procedure of proc- 
ess B. 

AV signal processing unit 47, on receiving the digital 
data from DVD-ROM drive 46, divides the data into the 
CGMS control data and the user data (S1 1 2), 

AV signal processing unit 47 judges whether the AV 
device reciprocal authentication has successfully end- 
ed, that is. whether the data reception apparatus Is a 
formal data reception apparatus (8113). 

. If the AV device reciprocal authentication has not 
successfully ended, AV signal processing unit 47 ends 
process B. 

if the AV device reciprocal authentication has suc- 
cessfully ended, AV signal processing unit 47 judges 
whether the user data is AV data by referring to the 
CQMS control data. If not AVdata, AV signal processing 
unit 47 ends process B. If AVdata. AV signal processing 
unit 47 decodes the user data to obtain the Image data 
and voice data. The obtained Image data Is output to 
video signal processing unit 48; the obtained voice data 
is converted from digital to analog then output to speak- 
er 47S as analog voice signal (S11 5). 

The analog voice signal is output from speaker 475, 
The Image data Is combined with graphics dataand con- 
verted Into an analog Image signal by video signal 
processing unit 48 then displayed on display apparatus 
4SD (S116) as a last step in process B. 

By repeating the above processes (proceasea A 
and B) for a specified length of data to be transferred, 
the AVdata file reproduction process ends (Sll 7, Si 18, 
Q107). 

<summary> 

As understood from the above description, a data 
reception device (DVD-ROM drive 46) of the information 
processing system in the present Invention includes a 
control unit which mai^ies a control eo that the AV data 
is output with specified use form Information only when 
it is judged that the digital data includes AV data and 
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that the data reception apparatuo la a formel data recep- 
tion apparatus. 

Data reception devices (AV signal processing unit 
47 and DVD-RAM drive 91 0) o1 the Information process- 
ing eyatem In the present Invention includes an authan- s 
ticatlon unit which identifies the use form and reproduc- 
ea or records the input AV data In a range of specified 
use form and generates and outputs authentication data 
indicating the above operation. 

With the above construction, the information to 
processing ayatem including the data tranemlaaion ap- 
paratus and data reception apparatus of the present In- 
vention prohibits the AV data from being output to SCSI 
devices that are not formal data reception devices that 
deal with the AV data In a range of specified use form, is 

In the information procaaslng system of the present 
embodiment, as underjatood from the communication 
sequences shown In Figs.22 and 15, the AV data is 
transferred between the SCSI devices without passing 
through control unit 49. With this construction, a mal- 
function, In which the AV data Is extracted white passing 
through control unit 49, Is prevented. 

The Information record medium of the present em- 
bodiment Includes Information with which It is recog- 
nized whether the digital data is AV data both In the file 
management level and sector management level, the 
information also specifying the use form range of the AV 
data. With this construction, both of the apparatuses that 
recognize only with the file management level (e.g.. per- 
sonal computers) and the apparatuses that recognize 30 
only with theeectormanagemenl level (e.g., disk drives) 
recognize The digital data and also recognize the use 
form If the digital data is the AV data. Accordingly, the 
information record medium of the presentembodlment 
Is suitable for such a ByBX&m as the present information 3S 
processing system that includes a personal computer 
and disk drives. 

<Notes> 

40 

The present invention ie not limited to the contents 
of the Information processing apparatus described 
above In First Embodiment. 

In First Embodiment, DVD-RAM drive 910 records 
data Into a rewritable DVD (DVD-RAM 99). However, a 
direct-read-after-write DVD or a magnet-optical disk 
such as a Magneto-Optical (MO) diek may be used in- 
stead of DVD-RAM 99. 

In First Embodiment, digital data is reproduced or 
copied through AV signal processing unit 47. However, ^t? 
for reproducing or copying^ such apparatuses as DVD- 
ROM 41 and DVD-ROM drive 910 may directly commu- 
nicate with one another as SCSI controllers. 

Note that for the Information proceaslng system of 
the present embodiment, It is preferred to set the pa- ^ 
rameters for the motion picture Information stored in 
DVD-ROM 41 as follows: motion picture Information 
with high resolution, namely, horizontal resolution of 
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4501piormore, is recorded In DVD-ROM41 as the data 
Conforming to the MPEG standard, namely, as digital 
data with the frames compression. This le because it 
provides high-quality pictures to enable movie applica- 
tions, increasing the value of the effects on copyright 
protection generated by the present invention. 

In First Embodiment, three types of CGMS codes, 
namely, "copy permitted," "one-generallon copy permit- 
ted." and "copy prohibited" are defined. It is needless to 
say, however, that the copyright protection process may 
deal with more use forms, for example, by defining a 
copy permitted to the second generation or third gener- 
ation with the use of another reservation code (d7=0 
d6=1). 

«Second Embodlment» 

Now, the Infonnation proceaslng system of Second 
Embodiment Is described. The Information processing 
system of the second embodiment reads digital data re- 
corded In a DVD and processes (reproduces and cop- 
ies) the read digital data within a range of use form spec- 
ified by the copyright owner, the system being charac- 
terized by use of encryption in reciprocal authentication 
and data transfer, 

<Constructlon of Information Proceaslng System> 

FIg.25 shows an appearance of the Information 
processing system o( the second embodiment. Flg,26 
Is a block diagram showing the construction of the infor- 
mation processing system. 

The Information processing system Is comprised of 
control unit 1049, I/O bus 1042. input unit 45. keyboard 
45K, mouse 45M, HD apparatus 44, DVD-ROM drive 
1046, DVD-ROM 41 . DVD-RAM drive 1910, DVD-RAM 
99, AV signal processing unit 1047, video algnal 
processing unit 48, display apparatus 4dD. and speaker 
47S. The elements with the same numbers are the same 
as those of the Information processing system in the first 
embodiment. 

As understood from a comparison between FIg.4 
and FIg.28, the information processing systems of the 
first and second embodiments are the same in terms of 
the basic elements but differ from one another ae fol- 
lows: 

The present Information processing system does 
not include the SCSI Interface used In the first embodi- 
ment as an external bus. AH the main elements, namely, 
1049, 44. 1046, 1910, and 1047 are connected to I/O 
bus 1042, an Internal bus, and are contained in a chas- 
sis as shown In the appearance In Fig. 25. 

I/O bus 1042 Is a digital Interface called the AT At- 
tachment Packet interface (ATAPI). ATAPI» different 
from SCSI, has a limitation under the standard that only 
control unit 1049 can be a bus master. That Is, It Is not 
possible for ATAPi to directly transfer the AV data or 
commands b tw en DVD-ROM driv 1046 and AV sig- 
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nal processing unit 1047, which Is posslbldfor SCSI. Ac- 
cordingly, all th© AV data and commands pa56 through 
control unit 1049. This meana that th AV data may be 
easily copied at control unit 1049. 

Th© ir)formation processing syetem of the second 
embodiment protects the AV data with higher security 
level, that is. the data transmission apparatus (DVD- 
ROM drive 1046) and data reception apparatuses (AV 
signal processing unit 1047 and DVD-RAM drive 1910) 
include an element that performs encryption and de- 
cryption as wall as the reciprocal authentication. With 
this construction, the copyright of the AV data is protect- 
ed, for examptd, even if the AV data Is illegally copied 
or extracted from I/O bus 1042 with a malfunction since 
the AV data has been encrypted. 

The following is a description of the present Infor- 
mation processing system mainly In terms of the differ- 
ent elements and operations from those of the first em- 
bodiment. 

<DVD-ROM drive 1046> 

Fig. 27 is a block diagram showing the construction 
of DVD-ROM drive 1048. 

DVD-ROM drive 1046 Includes Interface connector 
1 500. data read circuit 501 . CGMS control data memory 
502, user data memory 503, CQMS data identify circuit 
504, interface control circuit 1505, ueer data exchange 
circuit 506p internal data bus 607, control bus SOe, mi- 
croprocessor 1 509, and encryption/authentication cir- 
cuit 1510. The elements different from those of DVD- 
ROM drtve 1046 are described below. 

Interface connector 1 500 connects I/O bus 1042 to 
DVD-ROM drive 1046, 

Inierface control circuit 1505 controls the transmis- 
sion and reception of commands and data through I/O 
bus 1042 according to ATARI method. 

Microprocessor J 509. according to the embedded 
control program, interprets the command received by In- 
terface control circuit 1 605 and controls the whole DVD- 
ROM drive 1046. The commands and controls are de- 
scribed later in detail. 

Encryption/authentication circuit 1610, according to 
the instruction from microprocessor 1509, performs an 
authentication and encryption before the digital data Is 
output to I/O bus 1042. 

In the authentication performed by encryption/ au- 
thentication circuit 1510, which is different from the AV 
device reciprocal authentication of the first embodiment, 
the data transmission apparatus and data reception ap- 
paratus authenticate one another as the formal appara- 
tuses by exchanging the data tor authentication. The au- 
thentication is comprised of three steps, namely, gener- 
ating authentication data, Judging authentication result, 
and generating proof data The encryption performed by 
ncryption/authenticatlon circuit 1610, which is a proc- 
ess for encrypting the digital data read from DVD-ROM 
41, consists of two steps, nam ly, generating th en- 
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eryption key and encrypting. 

Encryption/authentication circuit 1510 performs 
calculations for generating random numbers and calcu- 
lations with encryption function E(KEYl.DATA) In the 
5 above encryption and authentication. The following is a 
description of the calculations and the characteristics. 

Encryption function E(KEYl.DATA) indicates a con- 
version of data (DATA) with a certain encryption algo- 
rithm with th© use of an encryption key (KEYl). The re- 
10 versed function of the encryption function C{KEY1 .DA- 
TA) is decryption function D(KEY2.DATA). where 
'KE Y2" indicates a decryption key. if the encrypted data 
is indicated as "Encr/ptData" and represented as En- 
cryptData = E.(KEY1 ,Data}, then established Is equation 
'fi Data = D(KEY2.EncryptData). That is, "EncryptData." 
the data encrypted with the encryption function E 
(KEY1,DATA), is decrypted by performing an operation 
with decryption function D(KEY2.DATA), namely opera- 
tion D(KEY2,EncryptDala). and the original data "Data" 

20 is obtained. Note that for encryption function E 
(KEYl, DATA) and decryption function D(KEY2,DATA) 
used In the present embodiment, it is supposed that 
equation "encryption key KEYl := decryption key KEY2" 
la established. Accordingly, hereinafter the encryption 

ss key and decryption key are treated as.the same. 

In the present embodiment, the calculation for gen- 
erating random numbers indicates generating a 16-bit 
random number. Typically, a dynamic hardware value la 
used to generate a random number. For example, each 

^0 application has Its own data for Initialization. The initial- 
ization data may be uaed for the random number since 
the initialization data is held in the DVD drive before data 
reading. Also, a timer may be formed In the system and 
used for the purpose, 

■35 The following ie a description of the functions of en- 
cryption/authentication circuit 1510, namely, generating 
authentication data, judging authentication result, gen- 
erating proof data, generating the encryption key, and 
encrypting. 

40 

<Generating Authenticalion Data> 

Encryption/authentication circuit 1510 generates 
two random numbers Rl and R2 (each has 16 bits, as 

45 described earlier) then generates a 32-bit value by com- 
bining Rl and R2 respectively as the higher 1 6 bits and 
lower 16 bits. Note that the 32-bit value is represented 
as 'data R1 IIR2'' 

Encryption/authentication circuit 1510 encrypts the 

BO data R1 liR2 with encryption function E(KEY,DATA) with 
the use of a prestored encryption key S to generate au- 
thentication data C1, That is, equation "authentication 
data CI = E(S,R1ilR2" Is established. 

BB <Judging Authentication Result> 

The Judgd ment of the authentication result Is a 
process perform d by DVD-ROM drive 1046, a data 
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tranemiddion apparatus, to judga whethor a data recep- 
tion apparatus (AV signal processing unit 1047, DVD- 
ram drive 1910) is a formal data reception apparatus. 
The judgement ta made by judging whether the data re- 
ception apparatus has decryption function D(KEY,DA* s 
TA) and the decryption key S. The process la described 
In detail below. 

DVD-ROM drive 1046 outputs "authentication data 
C1 = E(S.R1 IIR2)" generated as the authentication data 
to the authentication target, namely the data reception 
apparatus. The data reception apparatus, decrypts the 
authentication data CI with decryption function D(KEY, 
DATA) with the use of decryption key S to specify a value 
equh/alent to random number R2» and returns the value 
to DVD-ROM drive 1046 as proof data K1 . is 

If the data receptin apparatus has decryption func- 
tion D(KEYDATA) and the decryption key S. than the 
apparatus should be able to calculate random number 
R2 from authentication data Cl . This Is because the da- 
ta reception apparatus may decrypt authentication data so 
CI to obtain data R1IIR2 and detect the tower 16 bits 
thereof as random number R2. 

in DVD-ROM drive 1046, encryption/authentication 
circuit 1510 Judges iheauthentication result by using the 
proof data K1 received from the data reception appara- ss 
tus. More specifically, if K1sR2, encryption/ authentica- 
tion circuit 1510 notifies microprocessor 1S09 of the au- 
thentication success; if not K1=R2, the authentication 
failure. 

Through the process described above, DVD-ROM 30 
drive 1046 may authenticate that the data reception ap- 
paratus Is a formal data reception apparatus. 

<Gene rating Proof Data> 

3S 

To complete the reciprocal authentication, It la nec- 
essary for the data reception apparatus to authenticate 
DVD-RpM drive 1046. in this authentication proceoe, 
DVD-ROM drive 1046 generates proof data to prove it- 
self to be a formal data transmission apparatus. This Is 40 
described in detail below. 

The data reception apparatus outputs authentica- 
tion data C2, which Is obtained by converting data 
R3ilR4 generated from random numbers R3 and R4 by 
decryption function D(KEY,DATA) with decryption key S, 4$ 
to DVD-ROM drive 1046. That is. authentication data 
C2 equals to D(S,R3ilR4), 

In DVD-ROM drive 1048, encryption/authentication 
circuit 1610 obtains a value corresponding to the ran- 
dom number R4 from authentication data C2 with en- so 
cryption function E(KEY.DATA) and encryption key S 
and returns the value to the data reception apparatus 
as proof data K2. More epeclfically, encryption/authen- 
tication circuit 1510 obtains data R3IIR4 by performing 
operation E(S,C2). The circuit 1510 then obtains, from 
data R3I1R4, random number R4 used as the proof data 
K2. The data reception apparatus judges the authenti- 
cation result using the proof data K2 sent irom the data 
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tranemieslon apparatus. That Is. If K2=R4^ the data re- 
ception apparatus judges that the authentication has 
succeeded: If not K2=R4. failed. 

<Qenerating the Encryption Key> 

The encryption key generated hare is a secret key 
used to encrypt the digital data read from DVD-ROM 41 . 

Encryption/authentication circuit 1510. according to 
an instruction from microprocessor 1609, generates da- 
ta R1I1R3 as the encryption key by combining random 
numbers R1 and R3 which are respectively obtained as 
the authentication data and proof data in the previous 
proceaaea. Accordingly, the encryption key has a differ- 
ent value for each authentication performed between 
DVD-ROM drive 1046 and the data-transfer-target ap- 
paratus. 

<Encrypting> 

A key generated In this process is a secret key used 
to encrypt the digital data read from DVD-ROM 41 . 

Encryption/authentication circuit 1510, according to 
an instruction from microprocessor 1509, encrypts the 
digital data read from DVD-ROM 41 with the generated 
encryption key R1IIR3 and encryption function E(KEY. 
DATA). That Is, the circuit performs an operation "En- 
c/yptData = EtRlllRS.Dala)." where the Input data Is 
"Data/ and the encrypted data •EncryptDala.'* 

Now. the operation of DVD-ROM drive 1 046 for each 
input command is described: data read command 
(READ), AV data read command (READ_AV), data re- 
ception apparatus authentication command (CHAL- 
LENGE_RECEIVER), data reception apparatus confir- 
mation command (CONFIRM„R£CElVER), data trans- 
mission apparatus proof command (PROOF_SENDER). 
and proof data acquire command (QET^PROOFJNFO). 

Among the above commands, the data read com- 
mand (READ) allows DVD-ROM drive 1046 to operate 
the same as the corresponding one in the first embodi- 
ment. Accordingly, the other commands are described 
here. Note that the latter four commands, namely, 
CHALLENGE_RECEiVER, CONFIRM^RECEIVER, 
PROOF SENDER, and GET_PROOFJNFO are a ee- 
ries of authentication commands executed before the 
input of AV data read command (READ ^V). 

<CHALLEN3E_RECEiVER: Data Reception 
Apparatus Authentication Command> 

Microprocessor 1 509, on Judging that an Input com- 
mand is the data reception apparatus authentication 
command (CHALLENGE.RECEIVER), generates au- 
thentication data by using encryption/authentication cir- 
cuit 1510 and outputs the authentication data to control 
unit 1049 via interface control circuit 1505 to start the 
authentication of the data reception apparatus. 
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<CONFlRM_RECEIVEn: Data Reception Apparatus 
Confirmation Comnnand> 

Microprocaason509. on Judging that an input com- 
mand is the data reception apparatus confirmation com- 
mand (CONFIRM RECEIVER), checks the atithentlca- 
tlon data input with the above command by using en- 
cryption/authentication circuit ISIOto judge whethertha 
above authentication Is succassful, and holds the Judge* 
ment result inside. 

<PROOF SENDER: Data Transmission Apparatua 
Proof Command> 

Microprocessor 1 509, on Judging that an Input com- 
mand Id the data transmission apparatus proof com- 
mand (PROOF SENDER), generates proof data from 
the authentication data Input with the above command 
by using encryption/authentlcailon circuit 1610 to prove 
that the apparatus itself is a formaJ data transmission 
apparatua and holda the proof data inside. 

<QET_PROOFJNFO: Proof Data Acquire Gommand> 

Mlcroproceasor 1509, on judging that an input com- 
mand is the proof data acquire command 
(QET_PROOF_INFO), outputs the proof data held in- 
side to control un It 1 049 via Inte rtacs control circuit 1 505 
to transmit the proof data to the data recaption appara- 
tus. 

<:READ_AV: AV Data Read Command> 



update circuit 104, Interface control circuit 1105. user 
data exchange circuit 100, int rna( data bus 107, control 
bus 108» microprocessor 1109. and decryption/authen- 
ticalion circuit 1110. The elements different from those 
S of DVD-RAM drive 91 0 are described balow. 

Interface connector 1 1 00 connects I/O bus 1 042 to 
DVD-RAM drive 1910. 

Interface control circuit 1105 controls the transmls- 
fllon and reception of commands and data through I/O 
10 bus 1 042 according to ATAPl method. 

Microproceaaor 1109. according to the embedded 
control program. Interprets the command received by In- 
terface control circuit 11 OS and controls the whole DVD- 
RAM drive 1910. The commando and controls are do- 
1$ scribed In detail later. 

Decryption/authentication circuit 1110. according to 
the instruction from microprocessor 1109. performs an 
authentlcailon and decryption. The authentication Is 
performed to authenticate the data transmission appa- 
£0 ratus and is comprised of three steps, namely, generate 
fng proof data, generating authentication data, and judg- 
ing authentication result. The decryption Is performed to 
decryptthe Input encrypted digital data and is comprised 
of two steps, namely, generating the decryption Key and 
55 decrypting. 

Decryption/authentication circuit 1110 performs cal- 
culations for generating random numbers and calcula- 
tlooQ with decryption function D(KE Y.DATA) In the above 
decryption and authentication. The decryption function 
^0 D(KEY.DATA) is the reversed function of the encryption 
function E(KEY.DATA) used by encryption/authentica- 
tion circuit 1610 of DVD-ROM drive 1046. 



MIcroprocdssor 1509. on judging that an Input com- 
mand Is the AV data read command (READ_AV), per- 
forms generation of an encryption key and encryption 
as well as the process for an Input of the command 
(READ_AV) as desci;ibed in the first embodiment. 

More 'specifically, encryption/authentication circuit 
1510 generates an encryption key and encrypts lha user 
data (2,048 bytes) stored in user data memory 503 by 
using the encryption key if the digital data read from 
DVD-ROM 41 Is AV data and the authentication of the 
data reception apparatus has been successful. Micro- 
processor 1509 outputs the encrypted user data (2.048 
bytes) and the CQMS control data stored in CGMS con- 
trol data memory 502 (6 bytes), namely, 2,064 bytes of 
digital data in total, to control unit 1049. Otherwise, the 
command (READ_AV) Is executed the same as de- 
scribed In the first embodiment. 

<DVD-RAM drive 1910> 

Fig.sa Is a block diagram showing the construction 
of DVD-RAM drive 1910. 

DVD-RAM driv 1 91 0 Include© int rface connector 
1 100, data record circuit 101. CGMS control data mem- 
ory 102, user data memory 103, CGMS data Identify/ 



<Generating Proof Oata> 



ss 



In this authentication process, DVD-RAM driv 
1910 generates proof data to prove Itself to be a formal 
data reception apparatua against the data transmission 
apparatus. 

^0 More specifically, the decryption/authentication cir- 
cuit 1110 decrypts the authentication data C1 (=E(S. 
R1 1IR2)) with decryption function D(KEY,DATA) with the 
use of decryption key S, which is held inside. The circuit 
1110 extracts random number R2 from data (-R1 IIR2) 

^5 which is a result of the above process, and return© the 
random number R2 to the data transmission apparatus 
as proof data K1. 



60 



<Gen6rating Authentication Data> 



In this generation of authentication data, DVD-RAM 
drive 1 910 authenticate© the data transmission appara- 
tus as a formal data transmission apparatus. 

Decryption/authentication circuit 1110 generates 
^ two 1 6-blt random numbers R3 and R4 then generatea 
a 32-blt data R31IR4 by combining R3 and R4 respec- 
tively as the higher 16 bits and lower 16 bits. 

Decryption/authentication circuit 1110 decrypts the 
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data R31IR4 with decryption function O(KEY.DATA) with 
the use of the above encryption key S to generate au- 
thentication data C2 D(S,R3lin4). 

<jLJdgIng Authentication ResLilt> 

The Judgement of the authentication reeult la a proc- 
ess performed by DVD-RAIVI drive 1 91 0 to judge wheth- 
er the authentication of the data transmission apparatus 
as a formal data transmiesJon apparatus has succeed- 
ed. 

i^ore specifically, decryption/authentication circuit 
1110 makes the above by judging whether the proof data 
K2 returned from the data transmission apparatus Is 
equivalent to random number R4. If equivalent, the cir- 
cuit 1110 Judges that the authentication has succeeded. 

<Qanarating the Decryption Key> 

In this process, the decryption key, which is used to 
decrypt the encrypted digital data sent from the data 
transmission apparatus, is generated. 

More specifically, decryption/authentlcatlor circuit 
1110 generates decryption key R1IIR3 by combining 
random numbers R1 and R3 which are obtained through 
the generation of proof data and authentication data. 

<DecryptIng> 

In this process, the encrypted digital data sent ?rom 
the data transmission apparatus is decrypted. 

More speciricaity, decryption/authentication circuit 
1110 decrypts the above digital data with decryption 
function D(KEY.DATA) with the use of the above encryp- 
tion key. 

The above operation la supported by the following. 
The encrypted digital data, nameiy» EncryptData, sent 
from the data transmission apparatus is digital data ^Da- 
ta" encrypted with encryption key Rl IIR3 and encryption ' 
function E(KEY,DATA). that la, EncryptData ^ E 
(R1liR3,Data). Therefore, the original data 'Data" is 
equivalent to the data obtained by decrypting the en- 
crypted digital data EncryptData with decryption func- 
tion D(KEY,DATA) and decryption key R1IIR3. that is, 
the data obtained = D{R1 1 IR3, EncryptData, 

Now. tho operation of DVD-RAM drive 1910 for 
each Input command Is deecribed: data reception appa- 
ratus proof command (PROOF.RECEI VER), proof data 
acquire command (QET.PROOFJNFO), data trans- 
mission apparatus authentication command (CHAL- 
LENGE SENDER), data transmission apparatus confir- 
mation command (CONFIRM^SENDER). and AVdata 
record command (WRITE_AV). 

Among the above commands, four commands, 
namely, PROOF RECEIVER, GET^PROOF_INFO, 
CHALLENGE.SENDER, CONFlRM_SENDER are a 
series of authentication commands executed befor the 
input of AV data read command (READ_AV), 



<PROOF_RECEtVER: Data Reception Apparalue 
Proof Command> 

Microprocessor 1 1 09, on Judging that an Input com- 
5 mand is the data reception apparatus proof command 
(PnoOF.RECEIVER). generates proof data from the 
authentication data input with the above command by 
using decryption/authentication circuit 1110 to prove 
that the apparatus itaelf is a formal data reception ap- 
10 paralua and holds the proof data inside. 

<QET_PROOFjNFO: Proof Data Acquire Command> 



Microprocessor 1 1 09, on Judging that an Input com- 
f^ mand is the proof data acquire command 
(QET^PROOFJNFO), outputs the proof data held In- 
side to control unit 1049 via interface control circuit 1105 
to return the proof data. 

so <CHALLENGe_SENDER: Data Transmission 
Apparatus Authentication Command> 

Microprocessor 1 1 09, on Judging that an Input com- 
mand is the data transmission apparatus authentication 
25 command (CHALLENQE^SENDER),. generates au- 
thentication data by using decryption/authentication cir- 
cuit 1110 and outputs the authentication data to control 
unit 1049 via Interface control circuit 1105 to start the 
authentication of the data transmission apparatus. 

so 

<CONFIRM_SENDER: Data Transmission Apparatus 
Confirmation Command> 

Microprocessor 1109, on judging that an Input com- 
55 mand Is the data transmission apparatus confirmation 
command (CONFiRM^SENDER), checks the authenti- 
cation data Input with the above command by using de- 
cryption/authentication circuit 111 0 to judge whether the 
above authentication Is successful, and holds the judge- 
^0 ment result inside. 

<WRITE_AV: AV Data Record Command> 

Microprocessor 1 1 09, on judging that an input com- 
^5 mand is the AVdata record command (WRITE^AV), per- 
forms generation ot a decryption key and decryption as 
well as the process for an input of the SCSI command 
for AV data recording (WRITE_AV) aa descrlbisd In the 
first embodiment. 
^0 More specifically, microproceaaor 1109, on receiv- 
ing the digital data In unit of 2,054 bytes, stores the user 
data of the digital data Into user data memory 1 03, the 
CQMS control data into CQMS control data memory 
102. 

55 CGMS data identify/update circuit 104 judges 
whether the user data stored In user data memory 103 
ic copy-permitted data More specifically, CGMS data 
identify/update circuit 104 judges that the user data Is 
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copy-permitted data if the CGMS code of the CGMS da- 
ta ta "copy permitted (d7.d6=0.0)" or 'one-generation 
copy permitted (d7,d6=1 ,0).' MiCfOproceaaor 1 109 then 
judges whether the previous authentication has suc- 
ceeded: 6 

It the data transmission is a formal data transmts- 
alon apparatus and the user data is copy-permitted dig- 
ital data, CGMS data identify/update circuit 1 04 updates 
the CGMS control data. Decryption/authentication clr« 
cult 1110 generates a decryption key and decrypte the to 
user data with the decryption key. Data record circuit 
101 records the decrypted user data (2.048 bytes) and 
the updated CGMS control data (6 bytes) into DVD- 
RAM 99. 

User data exchange circuit 106 convene the user fs 
data atored In user data memory 103 Into NULL data if 
the data transmission apparatus id not a formal data 
transmission apparatus or the digital data Is "copy-pro- 
hibited," namely the CGMS code Is "copy prohibited 
(d7,d6=1 J)/ Data record circuit 101 then records the 
NULL data (2,04S bytes) and the CGMS control data (S 
bytes) into DVD-RAM S9. 

<AV Signal processing unit 1047> 

Fig. 29 is a block diagram showing the construction 
of AV signal processing unit 1047. 

AV signal proceaefng unit 1 047 Is comprised of con- 
nector 1600, I/O bus control circuit 1601 , I/O command 
status register 602, decryption/authentication circuit so 
1603, data buffer 504, CGMS data detect/Identify circuit 
605, MPEG decoder 606, D/A convert circuit 607. con- 
trol bus 608, Internal data bus 609, and microprocessor 
1810. The elements different from those of AV signal 
processing unit 47 of the first embodiment are described SB 
below. 

Connector 1 600 connects I/O bus 1 042 to AV signal 
processing unit 10.47. 

Interface control' circuit 1601 controls the transmis- 
sion and reception of commands and data through I/O 
bus 1042 according to ATAPl method. 

Microprocsssor 1109, according to the embedded 
control program, Interprets the command stored in I/O 
command status register 602 and controls the whole AV 
signal procsselng unit 47. The commands and controls 4S 
are described In detail later. 

Decryption/authentication circuit 1603. according to 
the Instruction from microprocessor 1610, performs an 
authentication and decryption. The authentication is 
performed to authenticate the data transmission appa- 
ratus and is comprised of three steps, namely, generat- 
ing proof data, generating authentication data, and Judg- 
ing authentication result. The decryption is performed to 
decrypt the Input encryptsd digital data and is comprised 
of two ateps, namely, generating the decryption key and 
decrypting. These five steps are the same as those per- 
formed by decryption/authentication circuit llio of 
DVD.RAM drive 1910. 



Decryption/authentication circuit 1110 performs cal- 
culations for generating random numbers and calcula- 
tions with decryption function D(KEY,DATA) In the abov 
decryption and authentication. The calculations for gen- 
erating random numbers are the same as those per- 
formed by DVD-ROM drive 1046. The decryption func- 
tion D(KE Y,D ATA) is the reversed function of the encryp- 
tion function E(KEY,DATA) used by encryption/authen- 
tication circuit 1510 of DVD-ROM drive 1046, 

The following is a description of the operation by AV 
signal processing 1047 for each the input commands: 
data reception apparatus proof command 
(PROOF_RECEiVER), proof data acquire command 
(GET_PROOF_INFO), data iranamlaalon apparatus 
authentication command (CHALLENGE_SENDER), 
data transmission apparatus confirmation command 
(CONFIRM__SENDER), and AV^data reproduce com- 
mand (PLAY_AV), 

Among the above commands, former four com- 
mands, namely, PROOF_RECEtVER, QET_PROOF_ 
INFO. CHALLENGE_SENDER; CONFIRM SENDER 
are a series of authentication commands executed be- 
fore the Input of AV data reproduce command 
(PLAY_AV). These commands are not described hero 
since they are executed the same as those in DVD-RAM 
drive 1010. 

<PLAY_AV: AV Data Reproduce Command> 

Microprocessor 1 61 0, on judging that an Input com- 
mand is the AV data reproduce command (PLAY^AV), 
does not process the input digital data at all If the au- 
thentication previously done by decryption/authentica- 
tion circuit 1603 haa not succeeded. 

If the authentication has succeeded, microproces- 
sor 1 610 temporarily stores the transferred data into da- 
ta buffer 604, decrypts the encrypted data by using de- 
cryption/authentication circuit 1603, and outputs the de- 
crypted digital data to MPEG decoder 606 via CGMS 
data detect/identify circuit 606, 

If, in the above data transfer, CGMS data detect/ 
Identity circuit 605 judges that the digital data Is non-AV 
data, microprocessor 1610 ends processing the digital 
data and terminates, that Is, stops transferring the digital 
data to MPEG decoder 606. 

If CGMS data detect/identify circuit 60S Judges that 
the digital data is AV data, the digital data is input to 
MPEG decoder 606, decompressed, and converted into 
image data and voice data. The voice data is further con- 
verted into a voice analog signal by D/A convert circuit 
607 and is output to speaker 47S to be output therefrom 
as a voice. The converted image data is output to video 
signal processing unit 48. 

<Controi Unit 1049> 

Control unit 1049, as shown in Fig.26. is comprlssd 
of procesQor bus 49B, CPU 1049C, bus t/F 491, and 
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main memory 49M. CPU 1049C. accordtng to Xh OS 
loaded in main memory 49M and the control program 
unlqu to ih present information proceaaing ayalem, in- 
terprets the instructions sent from external elements via 
Input unit 45. and controls the retrieving of the digital s 
data Irom DVD-ROM 41 and th© data transmleelon tar- 
get. 

The present control unit 1049, by Its appearance, 
controls the same as control unit 49 In the first embod- 
iment. That Is, control unit 1049. on receiving an Inatruc- io 
tion from DVD-ROM drive 1046 via Input unit 45 to re- 
produce an AVdata file, performs "Avdata reproduction 
control;' If received an instruction to copy en AV data 
file in DVD-ROM 41, performs "AV data copy control." 

However, different from the operation in the first em- is 
bodlment, control unit 1049 operates as a main force in 
executing th© reproduction and copy. 

For the 'AV data reproduction control," control unit 
1049 Judges whether the specified file is the file that 
stores AV data by checking whether the name of the di- so 
rectory storing the specified file Is "DVD-VideoJ If 
Judged as the AV data file, control unit 1049 starts th© 
reproduction control of the AV data file. More apecjf real- 
ly, control unit 1049 controls the authentication between 
DVD-ROM drive 1046 and AV signal processing unit ^5 
1047, then reads the AV data fit© from DVD-ROM drive 
1046. and reproducea the file by writing the file Into AV 
signal processing unit 1047. If judged as the non-AV da- 
ta file, control unit 1049 notifies the user of an error by 
a beep and the like. so 

For the "AV data copy control," control unit 1049 
similarly judges whether the specified file la the file that 
stores AV data. If Judged as the AV data file, control unit 
1049 starts the copy control of th© AV data file. Mora 
specifically control unit 1049 controls the authentication 35 
between DVD-ROM drive 1046 and DVD-RAM drive 
1910, then reads the AV data file from DVD-ROM drive 
1046, ^nd writes tho. file Into DVD-RAM drive 1910 for 
recording. If Judged as the non-AV data file, control unit 
1 049 notifies th© user of an error by a beep and the like. 40 

For the "data copy control," control unit 1049 simi- 
larly judges whether the specified file is th© file that 
stores AV data. If Judged as the nor^-AVdata file, control 
unit 1049 reads the non-AV data file and writes the fife 
into HD apparatus 44. If Judged as the AV data file, con- 45 
irol unit 1049 copyright protection process. 

<Command LlQt> 

Fig. 30 shows the commands used in the above de- so 
scrlplion. These commands are control instructions Is- 
sued from control unit 1049 to other apparatuses 44, 
1 046. 1 91 0. 1 047 via I/O bus 1 042. 

< Information Proceaaing System Ope ration > S5 

The following is a description of the operation of the 
information processing system constructed as above for 
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th© following cases; (l) a file js copi d from DVD-ROM 
41 to DVD-RAM 99; and (2) a file In DVD-ROM 41 is 
reproduced. Note that, as mentioned earlier, the file 
manag ment Information is stored in main memory 49M 
In control unit 1049 during the Initialization performed 
when DVD-ROM 41 is loaded into DVD-ROM drive 
1046. 

<Copy to DVD-RAM 99> 

The following Is a description of the operation of the 
Information processing system when a file is copied 
from DVD-ROM 41 to DVD-RAM 99. 

Fig. 31 shows a series of communications in the 
above copying performed between control unit 1049. 
DVD-ROM drive 1046, and DVD-RAM drive 1910. 

Th© copy consists of three main proceaaea, namely 
phase R (Q320-Q328), phase S (Q329-0338), and 
phase D (Q337-O340). 

In phaa© R, DVD-ROM drive 1046 authenticates 
DVD-RAM drive 1910 as a formal data reception appa- 
ratus; In phase S. DVD-RAM drive 1910 authenticates 
DVD-ROM drive 1 046 as a formal data tranamlaalon ap- 
paratus; In phase O, digital data Is transferred from VD- 
ROM drive 1046 to DVD-RAM drlv© 1.910. 

<Phase R> 

in phase R, control unit 1049 outputs the data re- 
ception apparatus authentication command (CHAL- 
LENQE_RECEIV£R) to DVD-ROM drive 1046, which Is 
the data tranamlaalon apparatus (Q320). 

DVD-ROM drive 1046, on receiving the data recep- 
tion apparatus authentication command (CHAL- 
LENGE_RECEIVER), generates authentrcatlon data 
CI (=E'(S.R111R2)) by uaing encryption/authentication 
circuit 1510 and returns the authentication data C1 to 
control unit 1 049 (Q321 ). 

Control unit 1049, on receiving the authentication 
data Ci, outputs data reception apparatua proof com- 
mand (PROOF RECEIVER) and the authentication data 
CI to DVD-RAM drive 1910 (Q323 and Q324), DVD- 
RAM drive 1 910, on receiving the data roceptlon appa- 
ratus proof command (PROOF^RECEIVER), performs 
an operation on the authentication data C1 with decryp- 
tion/authentication circuit 1110 to obtain R2, which Is 
uaed aa proof data Kl. 

Control unit 1049 then outpute proof data acquire 
command (QET.PROOFJNFO) to DVD-RAM drive 
1910 (Q325). In raaponae to It, DVD-RAM drive 1910 
returns the proof data Kl to control unit 1049 (Q326). 

Control unit 1049, on receiving the proof data Kl, 
outputs data reception apparatus confirmation com- 
mand (CONFIRM RECEIVER) and the proof data K1 to 
DVD-ROM drive 1046 (Q327 and Q328). DVD-ROM 
drive 1046, on receiving the data reception apparatus 
confirmation command (CONFIRM_RECEIVER), 
checks the proof data Kl by uaIng encrypt lon/authentl- 
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cation circuit 1510. judges wheth r the aulhenllcation 
with th data reception apparatus, namely. DVD-RAM 
drive 1910 has ucceeded, and siores the Judgement 
result Inside. More specifically, encryption/ authentica* 
tion circuit 1510 judges whathar the proof data Kl lo 
equivalent to R2. if equfvalent, ft Indicates the success 
of the authentication that the data reception apparatus 
Is a formal data reception apparatus. 

<Phase S> 

Control unit 1049 outputs data transmiaaton appara- 
tus authentication command (CHALLENGE_SENDER) 
to DVD-RAM drive 1910 (Q329), 

DVD-RAM drive 1910, on receiving the data trans- 
mission apparatus authentication commend (CHAL- 
UEN3E_SENbER), generates authentication data C2 
(=D(S,R3IIR4)) by using decryption/authentication cir- 
cuit 1110 and returns the authentication data C2 lo con- 
trol unit 1049 {Q330). 

Control unit 1049. on receiving the authentication 
data C2, outputs data transmission apparatus proof 
command (PROOF SENDER) and the authentication 
data C2 to DVD-ROM drive 1046 (Q331 and Q332). 
DVD-ROM dnVe 1040, on receiving the data transmis- 
sion apparatus proof command (PROOF SEr^DER), 
performs an operation on the authentication data 02 
with encryption/authentication circuit 1510 to obtain R4, 
which Is used as proof data K2. 

Control unit 1049 then outputs proof data acquire 
command (GET_PROOFJNFO) to DVD-ROM drive 
1048 (Q333). In respona© to it. DVD-ROM drive 1046 
returns the proof data K2 to control unit 1049 (Q334). 

Control unit 1049, on receiving the proof data K2, 
outputs data transmission apparatus confirmation com- 
mand (CONRRM^SENDER) and the proof data K2 to 
DVD-RAM drive 1910 (Q335 and Q336). DVD-RAM 
drive 191 0, on recejying the data transmission appara- 
tus confirmation command (CONFIRM_SENDER), 
checks the proof data K2 by using decryption/authenti- 
cation circuit 1110, Judges whether the authentication 
with DVD-RAM drive 1910 has succeeded, and stores 
the Judgement result inside. More specifically, decryp- 
tion/ authentication circuit 1110 judges whether the 
proof data K2 is equivalent to R4. if equivalent, it indi- 
cates the success of the authentication that the data 
transmission apparatus Is a fonnal data transmission 
apparatus. 

<Phase D> 

Control unit 1049 issues AV data read command 
{READ„AV) to DVD-ROM drive 1046 (Q337). 

DVD-ROM drive 1046, on receiving th© AV data 
read command (READ_^V), reads data from DVD-ROM 
41 by the p cifi d addr ss and stor s the us rdata of 
the data into us r data memory 1 303, the CGMS control 
data Into CGMS control data memory 1 302. DVD-ROM 



drive 1 046 then judges whether the user data Is AV data 
by referring lo th© CGMS control data. 

If AV data, DVD-ROM drive 1046 refers to th Judge- 
ment r suit held inside to judge whether the authentica- 
5 tion that OVO-RAM drive 1 91 0 Is a formal date reception 
apparatus has succeeded. 

if succeeded, encryption/authentication circuit 
1510 encrypts the uaer data (2,048 by tee); if failed, user 
data exchange circuit 506 converts the user data into 
10 NULL data. 

DVD-ROM drive 1046 outputs the CGMS control 
data (6 bytes) and the encrypted user data (2.048) or 
the NULL data, that Is. 2,054 bytes of digital data in total 
In a data transfer unit of 2,054 to control unit 1049 
IS (0338). Note that th© encryption Key used in the proaem 
encryption Is data R1IIR3 which Is made by combining 
R1 . namely a random number used when authentication 
data C1 Is generated, with R3, namely a random number 
included in the authentication data received from DVD- 
RAM drive 1910. The encrypted AV data is equivalent 
to E(R1IIR3.DATA). 

Control unit 1049. on receiving digital data E 
(R1 IIR3,DATA) from DVD-ROM drive 1046. outputs the 
digital data and AV data record command (WRITE_AV) 
^5 to DVD-RAM drive 1910 (Q339 and Q340. 

DVD-RAM drive 1910. on receiving the digital data 
of 2,054 bytes, stores the uaer data of the digital data 
Into user data.memory 103, the CGMS control data Into 
CGMS control data memory 102. 
30 DVD-RAM drive 1910 judges whether the user data 
is copy-permitted data and whether the previous au- 
thentication has been successful. 

if the authentication has been successful and the 
user data is copy-permlned, CGMS data identify/update 
55 circuit 1 04 updates the CGMS control data. Decryption/ 
authentication circuit lllO generates decryption key 
R1 IIR3 and decrypts the user data using the decryption 
key. Data record circuit 101 then records the decrypted 
user data (D(R1IIR3,DATA)) and the updated CGMS 
40 control data Into DVD-RAM 99. 

If the authentication has failed or the user data Is 
copy-prohibited digital data, user data exchange circuit 
106 converts the user data stored in user data memory 
103 into NULL data. Data record circuit 101 then records 
^5 the NULL data and the CGMS control data into DVD- 
RAM 99. 

By repeating the above process for a specified 
length of data to be transferred, the process of copying 
the AV data file completes. 
^0 The following Is a description of the above process 
with reference to the flowchart. 

Fig. 32 Is a flowchart showing the procedure of cop- 
ying an AVdata file from DVD-ROM 41 to DVD-RAM 99. 

F|g,33.|s a flowchart showing the detailed proce- 
6S dure of process HH appearing In Fig. 32. 

FlQ.34 Is a flowchart showing the detail d proce- 
dure of process 11 appearing In Fig. 32. 

Thea three flowcharts respectively correspond to 
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Figs. 14.16, and 1 7 In iha first embodiment. Th f eatur g« 
different from those in the first embodiment are de- 
ecrlbed below. 

In the present copy operation, control unit 1 049 con- 
trols copying of the AV data file from DVD-ROM 41 to 5 
DVD-RAM 99. Accordingly. AV signal processing unit 47 
does not transfer the file In between as in the first em- 
bodiment. 

The process (31302) In which DVD-ROM drive 
1046 authenticates DVD-RAM drive 1910 corresponds io 
to phase R In Flg.31 In which the encryption technique 
Is used, 

Similarly, the process (SI 303) In which DVD-RAM 
drive 1910 auihenlicales DVD-ROM drive 1046 corre- 
sponds to phase S In Flg.31 In which the encryption 1$ 
technique is used. 

Process HH Includes an encryption process 
(Si 325) additionally. That Is. If the read data is copy- 
permitted digital data and the previous authentication . 
has been successful, the digital data Is encrypted before so 
it Is transferred to DVD-RAM drive 1910. 

Similarly, process II Includes an decryption process 
(51335) additionally. That is, if the read data is copy- 
permitted digital data and the previous authentication 
has been successful, the digital data is decrypted before ss 
It Is recorded Into to DVD-RAM 99. 

<Rcproduction> 

Th© following Is a description of ih© operation of the so 
information proceealng ayatem whan an AV data file In 
DVD-ROM 41 is reproduced. 

Note that the series of communications with com- 
mands or data performed her© b©tw©en control unit 
1049, AV signal processing unit 1047, and DVD-ROM 55 
drive 1048 are almost the same as those shown in Fig. 
31, That is, "DVD-RAM drive 1910" shown in Flg.31 la 
replaced, by "AV signal processing unit 1047,' in the 
present communications. This is because AV signal 
processing unit 1 047 and DVD-RAM drive 1 91 0 are both 40 
data recaption apparatuses that deal with AV data. 

Fig. 35 fs a flowchart showing the procedure of re- 
producing an AV data file recorded in DVD-ROM 41, 

Fig. 36 ts a flowchart showing the detailed proce- 
dure of process AA appearing in Fig.35. 4$ 

Fig.37 is a flowchart showing the detailed proce- 
dure of process BB appearing In Flg.3S, 

These three flowcharts respectively correspond to 
Figs.21 , 23, and 24 in the first embodiment. The features 
different from those In the first embodiment are de- 50 
scribed below. 

In the present reproduction operation, control unit ' 
1049 operates between DVD-ROM 41 and AV signal 
processing unit 1047, Accordingly, this reproduction dif- 
fers from the one In the first embodiment in which the ^ 
reproducti n is performed between two SCSI device , 
namely. AV signal proceaalng unit 47 and DVD-ROM 
drive 1046. 
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The process (Si 102) In which DVD-ROM drive 
1046 authonilcalas AV signal processing unit 1047 cor- 
responds lo phase R in Flg.31 In which the encryption 
technique Is used. 

Similarly, the process (S1105) in which AV signal 
proceaalng unit 1047 authenlicales DVD-ROM drive 
1046 corresponds to phase S In Fig.Si in which th© en- 
cryption technique Is used. 

Process AA includee an encryption process (S1 1 1 5) 
additionally. That is. if the read digital data is AV data 
and the previous authentication has been successful, 
the digital data Is encrypted betore It is transferred to AV 
signal processing unit 1047, 

Similarly, process BB includes an decryption proc- 
ess (S1123) additionally. That Is, If the input digital data 
is AV data and the previous authentication has been 
successful, the digital data is decrypted before li ia de- 
coded. 

<6ummary> 

As understood from the above description, a data 
reception device (DVD-ROM drive 1046) of the Informa- 
tion processing system In the present Invention includes 
a control unit which makes a control so that the AV data 
is encrypted then output only when it is judged that the 
digital data includes AV data and that the data reception 
apparatua la a forma! data reception apparatus. 

A data reception device (AV signal processing unit 
1047) of the information processing syatem In the 
present Invention has a function of decrypting the en- 
crypted digital data and converting the digital data into 
image data and Includes an authentication unit which 
generates and outputs authentication data Indicating 
the above function. With this construction, the informa- 
tion processing system Including the data transmission 
apparatus and the data reception apparatua of the 
present Invention may prohibit th© AV data from being 
output to an apparatus other than the formal data recep- 
tion apparatuses which are allowed to reproduce the AV 
data. 

Therefore, it is possible to protect the copyright of 
the AV data even If the AV data read with AV data read 
command (READ^V) exists in main memory 128M in- 
stead of being output to AV elgnai processing unit 1047 
for some reasdn, for example, with an error in the repro- 
duction control program loaded Into control unit 1049. 
This is because the data stored In main memory 128M 
has been encrypted and therefore It Is impossible to re- 
produce nor amend the data even if it is transferred from 
main memory 128M to a secondary storage such as a 
hard disk apparatus. 

In the above encryption and decryption of the 
present embodiment, the encryption key and decryption 
key are generated for each authentication with different 
authentication data This construction enables encrypt- 
ing of th transmission AV data with different encryption 
key for each authentication. Thar fore, even It an en- 
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cryption k y is known» th© encryption is effective in the 
following AV data transfor if the autheniication liming dif- 
Ters from one another. 

Also, in the above encryption and dBcryption of the 
present embodiment, the encryption key and decryption 
key are generated with first airthenticatlon data and sec- 
ond authentication data, where the first authentication 
data Is generated by the data transmisafon apparatus 
and is different for each authentication, and the second 
authentication data is generated by the data reception 
apparatus and is different for each authentication. This 
construction enables decrypting of the encrypted AV da- 
ta only when the data transmission apparatus and data 
reception apparatus in the AV data transfer are both for- 
mat apparatuses. Thie achieves transferring of AV data 
with higher aecurity. 

The reason for transferring AV data with higher se- 
curtty Is described below by demonatrating a malfunc- 
tion which may occur when the encryption key used is 
determined by either of the two apparatuses In the data 
transfer. 

Suppose only the data reception apparatus gener- 
ates the encryption key and decryption key. In this case, 
the data reception apparatus transmits an encryption 
key for encrypting the'AV data to the data transmission 
apparatus before the data reception apparatus receives 
the encrypted AV data. The data transmission appara- 
tus then encrypts the AV data with the encryption key 
and transmits the encrypted AV data to the data recep- 
tion apparatus. The data reception apparatus, on receiv- 
ing the AV data, reproduces the AV data by using a de- 
cryption key corresponding to the encryption key. 

Suppose, under the above condition, known are at 
least a set of an encryption key, which Is transmitted 
from the data transmission apparatus, and the decryp- 
tion method ol decrypting the data encrypted with the 
encryption key. In this case, It is possible for an unau- 
thorized data recep,tJon apparatus, which uses the 
known pair of the ericryption key and decryption meth- 
od, to generate a malfunction by transferring the encryp- 
tion key to the formal data transmission apparatus to 
output the AV data encrypted with the same encryption 
key. 

In the case of the present invention, on the contrary, 
the encryption key and decryption key are generated 
with a cooperation between the data transmission ap- 
paratus and data reception apparatus. As a result, the 
above malfunction is prevented since the encryption key 
is not determined only by a value output from the data 
reception apparatus. 

In the Information processing system of the present 
invention^ It Is Judged whether the digital data recorded 
in an information record medium Is AV data by referring 
to the data attribute flag stored In the header area of 
each sector. Thi^ enables the AV data protection In a 
smaller unit, namely. AVdata prot clion for each sector. 



<Notes> 

The present invention is not limited to the contents 
of the information processing apparatus described 
above in Second Embodiment 

In Second Embodiment, each of encryption/authen- 
tication circuit 1510 of DVD-ROIVI drive 1046. decryp- 
tion/authentication circuit 1 1 1 0 of DVD-RAM drive 1 91 0, 
and decryption/ authentication circuit 1110 of AV signal 
TO processing unit 1 047 has a pair of secret keys S and an 
encryption function (or a decryption function). Theseclr- 
cults generate authentication data and proof data and 
encrypts (or decrypts) the digital data. However, the 
method is not limited to the above construction. For ex- 
T5 ample, a different encryption function may be used for 
each of the generation of authentication data, genera- 
tion of proof data, and encryptlon*(or decryption) of dig- 
ital data. This will improve the security in the copyright 
protection processes. 
^0 In Second Embodiment, the authentication with en 
encryption key Is performed at phases R and S before 
data Is transferred at phase D. However, either of phas- 
es R and S will do if It is possible to accept such a se- 
curity level in which an encryption Key is generated by 
^■5 a "one-way'* authentication, that la, an authentication 
performed by one of two apparatuses involved. 

In the protocol shown in Fig. 31. control unit 1049 
operates between the data transmission apparatus and 
data reception apparatus at phases R and s. However, 
^0 the data transmission apparatus may be connected to 
the data reception apparatus by a signal line exclusively 
used by them and the authentication data may be direct- 
ly transferred between them through the. signal line, 
in Second Embodiment, the AV data transferred 
^5 through I/O bus 1042 Is encrypted. However, the en- 
cryption and decryption perfonnedforthe AVdata trans- 
fer may be omitted if it is acceptable to allow the AVdata 
to be extracted during the data transter'by e malfunction, 
in this case, though the improvement in the security with 
the use of encryption key is not achieved, the AV data 
is protected with a simpler construction. 

In both Embodiments, the digital data Including AV 
data Is recorded In DVD-ROM 41 or D VD-RAf^ 99. How- 
ever, digital data record media other than DVD-ROMs 
and DVD-RAMs may be used as far as the locations of 
digital data stored in the media are identified. For exam- 
ple, Inforrr^ilon record media such as magnet-optical 
disks having the same sector construction may be used. 

Further, media other than Information record media 
such as optical disks may be used as fares the locations 
of digital data are identified. For example, data transfer 
media such as radio waves euch as the broadcast wave 
or cables such as communication lines may be used as 
the media, where the "data transfer media' indicate the 
media which are typically defined as the physical layer 
under th Open Systems Interconnection (OSI), a com- 
munications protocol, and guarantee the digital data 
transfer. Exampl s of the data transfer media ar the 
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telephone lin©, Internet LAN, satellite broadcafit, etc. In 
this case, the digital data Is transferred In units of pack- 
els through ouch a data transfer medium. The packet 
Includes the header unit and the data unit. The construc- 
tion of the packet Is the sama as that of the aector having * 
the header unit and the data unit as shown in the preaent 
embodimenta. Accordingly, the present invention may 
be applied to such media by forming a flag, which spec- 
ifies whether the data stored In the data unit Is AV data, 
in the header unit of the packet In this case, the data io 
transmission apparatus Is not a disk drfve but a receiver 
which receives information through a data transfer me- 
dium. 

This Inventksn may also be applied to the digital 
satellte broadcast which uses the transport stream stip- is 
ula-ted In MPEG. In this case, data Is transferred (n a 
plurality of MPEG etreams. Streams for management In- 
formation are also used. The management Information 
streams store information which manages a plurality of 
MPEQ streams. The present invention may be achieved ^0 
in such a construction by storing the data attribute Infor- 
mation, which specifies whether another stream Is AV 
data, and the CQMS data in the management Informa- 
tion streams. 

In the present embodiments, digital data com- 
pressed under MPEQ2 Is used as the image data. How- 
ever, it IS needless to say that MPEG4 Is used instead 
of N/IPEG2. 

In the present embodiments, DVD-ROM drives 46 
and 1046, DVD-RAM drives 910 and 1910 are installed so 
as hardware as shown in Figs.lO, 11 , 27, and 28, How- 
ever, these apparatuses may be achieved as software. 
More specifically, these apparatuses may be achieved 
ae programs Including the steps in flowcharts shown in 
Figs. 14-24 and 31 -37. as 

The information record media storing the above 
programs may be dealt with or circulated Independently. 
It le possible to dovynload the programs from the infor- 
mation record media to general-purpose DVD-ROM 
drives or DVD-RAM drives and to use these drives as 
the DVD-ROM drives or DVD-RAM drives of the present 
invention. 

In the present embodiments, DVD-RAM drives 910 
and 1910 only record digital data Into DVD-RAM 99. It 
Is needless to eay, however, that these drives also read 
data from DVD-RAM 99. The procedure in reading data 
from DVD-RAM 99 is the same as that In reading data 
from DVD-ROM 41. 

Video signal processing unit 4a and AV signal 
processing units 47 and 1047 may include connection 
units for connecting these apparatuses to I/O buses 42 
and 1042. The connection units may be achieved as re- 
movable cards. In this case, AV signal processing units 
47 and 1047 are equivalent to the AV signal processor 
card or the AV decoder card as generally called, video 
elgnal processing unit 4B equivalent to the video card. 

In the present embodiments, vid o signal process- 
ing unit 48 includes a graphics generation functbn and 
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a image combination function, However, the Image com- 
bination function may be achlev d as a video combina- 
tion unit as an extemal lement. 

In the present embodimenta, the control unit Identi- 
fies the AV data files in the file system level by checking 
whether a target AV file Is stored In a directory called 
"DVD-Video." However^ the nam© of this directory for 
storing AV data may be defined as another name In a 
naming standard. Similarly, the names of AV data files 
and non-AV data files may be defined as other names. 
For example, the AV data files may be identified by es- 
tablishing another standard of the AV data file names, 
setting a unified extension of the AV data file, and de- 
tecting the extension. 

In the present embodiments. DVD-ROM drive 1048 
outputs the user data after converting It Into NULL data 
as a copyright protection process. However, the copy- 
right protection process Is not limited to the above. For 
example, an error code may be output Instead of the 
NULL data. 

In the present embodiments^ AV signal processing 
units 47 and 1047 are an independent elements. How- 
ever, these units may be MPEG decoders which perform 
the CQMS control. Therefore, these units may be Includ- 
ed respectively in control units 49 and 1049 as MPEG 
soft decoders which, with a Discrete Cosine Transform 
(DCT) circuit and a CGMS control unit included, decod 
under MPEG by using a program. 

SCSI and ATAPI are used as the digital Interface in 
the Information processing system respectively In the 
first and second embodiments. However, other digital 
Interfaces such as those specified under IEEE Pi 394 
may be used as far as they transfer digital AV data and 
connect to a plurality of apparatuses. 



Claims 

1 . A data reception apparatus for receiving digital data 
sent from a data transmission apparatus via a trans- 
mission path and recording the received digital data 
into an external medium, wherein the digital data 
includes image data and a use-form-spectfied code 
that specifies a use form of the Image data, the data 
reception apparatus comprising: 

authentication means for Judging whether the 
data transmission apparatus Is a formal data 
transmission apparatus lor authentication; 
reception means for receiving the digital data; 
copy judgement means for judging whether re- 
cording of the digital data into the external me- 
dium Is permitted by referring to the usa-torm- 
speclfled cods Included In the received digital 
data: and 

record means lor recording the digital data into 
th external medium If the authentication 
means Judg s that the data transmis ion appa- 
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ratus l9 the /ormal data transmission apparatus 
and the copy Judgem nt m an» judges that r - 
cording of the digital data Into the external me- 
dium Is pei^mltted. 

2. The data reception apparatus of CLAIM 1 , wherein 

the u$e-form-6pecified code Inctudfia a maxi- 
mum generation value which Indicates an up- 
permost generation value In permitting the Im- 
age data to be copied^ wherein 
the copy judgement means judges that record- 
ing ot the digital data into the external medium 
is permitted If the maximum generation value 
of the use-form-speclfled code le at least one. 



3. 



4. 



The data reception apparatus of CLAIM 2, wherein 
the record means Includes an update unit for 
updating the uae-form-spaclfied code by reducing 
the maximum generation value by one before the 
record means records the digital data Into the ex- 
te-rnal medium. 

The data reception apparatus of CLAIM 3, wherein 
the record rneans further includes a reception 
data exchange unit tor converting the image data 
Into meaninglsGs data before the record means 
records th© digital data intotho external medium If 
either of following two cpndltlone Is satisfied: the au- 
thentication means judges that the data transmis- 
sion apparatus is not the formal data transmission 
apparatus; and the copy judgement means judges 
that recording of the digital data into the external 
medium is not permitted. 



$» The data reception apparatus of CLAIM 4, wherein 

the external medium Is a Information record 
medium, wherein 

the record means records the image data Into 
a user data area In the Information record me- 
dium and records the use-form-specif led code 
Into a header area corresponding to the user 
data area. 

6. The data reception apparatus ot CLAIM 5, wherein 

the authentication means transmits authentica- 
tion data to the data transmission apparatus, 
wherein the authentication data Is generated 
based on a random number, wherein 
the authentication means Judges whether the 
data transmission apparatus Is a formal data 
transmission apparatus for authentication by 
using proof data sent from the data transmis- 
sion apparatus In response to the authentica- 
tion data. 



7. The data reception apparatus of CLAIM 6. wherein 

the Image data has been encrypted in advance, 
wherein 

the record means Includes a decryption unit for 
decrypting the image data before the record 
means records the digital data Into the external 
medium. 
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The data reception apparatus of CLAIM 7, wherein 
the decryption unit generates the decryption 
key based on the authentication data and decrypts 
the image data by using the decryption key. 

A data transmission apparatus for retrieving digital 
data from an external medium and transmitting the 
digital data to a data reception apparatus via a 
transmission path, wherein the digital data includes 
user data and a uee-form-speclfled code that spec- 
ifies a use form of the user data^ the data transmis- 
sion apparatus comprising: 

data retrieval means for retrieving the digital 
data from the external medium: 
data type judgement means fpr judging wheth- 
er the user data included in the digital data Is 
Image data; 

authentication means for, lor aurhonticatlon, 
judging whether the data reception apparatus 
Is a formal data reception apparatus, which is 
allowed to process the image data, by referring 
to the use-form-specified code; and 
transmission means for transmitting the digital 
data to the data reception apparatus via the 
transmission path It the authentication means 
judges that the data reception apparatus Is the 
fornnal data reception apparatus. 

The data transmission apparatus of CLAIM 9, 
wherein . 

the use-form-spaclfled code epectfles whether 
a reproduction of the Image data Is permitted 
and whether copying of the Image data rs per- 
mitted, wherein 

the authentication means authenticates the da- 
ta reception apparatus as the formal data re- 
ception apparatus if the uee-form-speclfied 
code specifies that only the reproduction of the 
Image data is permitted and tf the data recep- 
tion apparatus performs only reproduction, and 
the authentication means authenticates the da- 
ta reception apparatus as the formal data re- 
ception apparatus if the use -form ^specified 
code specifies that only copying of the Image 
data is permitt d and if the data reception ap- 
paratus records th image data. 
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11. The data tranemiaeion apparatus of CLAIM 10, 
wherein 

. the uae-form-cpecifi d code Includea a maxi- 
mum generation vefua which Indicates an up- 
permost generation value In permltllng the Im- 
age data to be copied, wherein 
the authentication means authenticates the d^- 
ta reception epparatue as the formal data re- 
ception apparatus ft If the data reception appa- 
ratus records the image data and If the ma)cl- 
mum generation value of the use-form-cpacl- 
fied code Is at least one. 



12. The data transmission apparatus of CLAIM 11, i^ 
wherein . 

the transmission means Includes a transmis- 
sion data exchange unit for converting the Image 
data Into meaningless data before the transmission 
means transmits the digital data If the authentica* so 
tlon means does not authenticate the data reception 
apparatus as the formal data reception apparatus. ' 

13. The data transmission apparatus of CLAIM 12, 
wherein 2S 

the digital data further includes a data attribute 
code which Indicates an attribute of the user da- 
la, wherein 

the data type Judgement means judges whether 50 
the user data Included In the digital data is Im- 
age data based on a value of the data attribute 
code, 

14. The data transmission apparatus of CLAIM 13. 
wherein 

the external. medium is a information record 
medium which prestorea the digital data, 
wherein 

the data retrieval means retrieves the data at- 
tribute code and the use-form-apecifled code 
from a header area corresponding to a user da- 
ta area In the Information record medium, 
wherein the user data area Is an area In which 
the user data Is stored, 

16, The data transmission apparatus of CLAIM 14, 
wherein 

the authentication means transmits authentica- 
tion data to the data reception apparatus, 
wherein the authentication data is generated 
based on a random number, wherein 
the authentication means judges whether the 
data reception apparatus is the formal data re* 
ceptlon apparatus for authentication by using 
proof data sent from the data reception. appa- 



ratus in response to the authentication data. 

16» The data transmission apparatus of CLAIM 16^ 
wh rein 

the transmission means Includes an encryp- 
tion unit for encrypting the user data in the digital 
data before the tranemission means transmits the 
digital data. 

17, The data transmission apparatus of CLAIM 16. 
wherein 

the encryption unit generates the encryption 
key based on the authentication data and encrypts 
the user data by using the encryption l^ey. 



18, 



An information processing system for copying dig- 
ital data in which image data Is Included, the infor- 
mation processing system comprising: 

a transmission path; 

the data transmission apparatus of CLAIM 9 
connected to the transmission path; 
the data reception apparatus of CLAIM 1 con- 
nected to the transmission path; and 
a control apparatus for. according to an instruc- 
tion from an operator, controlling the the data 
transmission apparatus and the data reception 
apparatus so that the data transmission appa- 
ratus retrieves the digital data from the external 
medium and transmits the digital data to the da- 
ta reception apparatus via the transmission 
path and that the data reception apparatus re- 
ceivea and records the digital data into the ex- 
ternal medium. 
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19. The Information processing system of CLAIM 18 
further comprlsea; 

a reproduction apparatus for converting the im- 
age data into en Image signal and a voice signal 
If the user data in the digital data input is the 
Image data and displaying graphics and output- 
ting a voice respectively baaed on the Image 
signal and the voice signal, wherein 
the control means, according to an Instruction 
from fan operator, controls the the data trans- 
mission apparatus and the data reception ap- 
paratus so that the data transmlsafoh appara- 
tus retrieves the digital data from the external 
medium and transmits the digital data to the re- 
■ production apparatus via the transmission path 
and that the reproduction apparatus displays 
the graphics and outputs the voice. 

20» The data transmission apparatus of CLAIM 19, 
wherein 

the Image data Is generated by performing a 
frames compression on motion picture data whose 
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21. A method of receiving digital data aent from a data 
transmission ajsparatus via a transmission path and 
recording the received digital data into an external 
medium, wherein the digital data Includes Image 
data and a uGe-form-epecffted code that specifies a 
use form of the image data, the method comprising: 

authentication step forjudging whethorthe data 
transmission apparatus ts a formal data trans- 
mission apparatus for authentication; 
reception step for receiving the digital data; 
copy Judgement step for Judging whether re- 
cording of the digital data Into the external me- 
dium, is permitted by referring to the use-form- 
specified code included in the received digital 
data; and 

record step for recording the digital data Into the 
external medium if In the authentication step It 
is judged that the data transmission apparatus 
Is the formal data transmleslon apparatus and 
in the copy judgement step it is judged that re- 
cording of the digital data into the external me- 
dium is permitted. 

22. The method of CLAIM 21, wherein 

the use-form-specified code Includes a maxi- 
mum generation value which indicates an up- 
permost generation value In permitting the im- 
age data to be copied, wherein 
in the copy Judgement step It la Judged that re- 
cording of the digital data Into th^ external me* 
dium is permitted if the maximum generation 
value of the uae-form-apaclfied code Is at least 
one, wherein 

the record. s,tpp Includes a step for updating the 
use-form-speclfied code by reducing the maxi- 
mum generation value by one before In the 
record step the digital data Is recorded Into the 
external medium, wherein 
the record step further Includes a step for con- 
verting the Image data into meaningless data 
before rn the record step the digital data is re- 
corded into the external medium If either of fol- 
lowing two conditions le aatlefied: In the authen- 
tication step it is judged that the data transmis- 
sion apparatus is not the formal data transmle- 
slon apparatus; and In the copy Judgement step 
It Is Judged that recording of the digital data into 
the external medium is not permitted. 

23. The data transmission apparatus of CLAIf^ 22, 
wherein 

in the authentication step authentication data is 
transmitted to the data transmission apparatus, 



66 

wherein the authentication data Is generated 
based on a random number, wherein 
In the authentication step It Is Judged whether 
th data transmission apparatus is a formal da- 
ta transmission apparatus for authentication by 
using proof data sent from the data transmis- 
sion apparatus In response to the authentica- 
tion data, wherein 

the image data has been encrypted In advance, 
10 wherein 

the record step Includes a step for decrypting 
the image data before In the record step the dig- 
ital data is recorded into the external medium. 

»5 24. A record medium storing a program which Includes 
the steps of CLAIM 21. 

2B, A record medium storing a program which Includes 
the steps of CLAIM 22. 

so 

26. A record medium storing a program which includes 
the steps of CLAIM 23. 



30 



3$ 



40 



4$ 



60 



30 



1-17-2002 0:01 S. YAMAMOTO OSAKA 84/121 



EP 0 760 361 A2 




31 



1-17-2002 0:01 S. YAMAMOTO OSAKA P. 83/121 



EP 0.789 361 A2 



Fig. 2 



2301 2302 2303 



Movie A 




REVPUY FOR PAUSE REC 
^ H »> II ^ H ° II 



2304 



2305 



32 



1-17-2002 



0:01 S. YAMAMOTO OSAKA 

EP 0 789 361 A2 



P. 82/121 



o 




33 



1-17-2002 0:01 



S. YAMAMOTO OSAKA 



P. 81/121 



BP 0 769 361 A2 



Fig. 4 
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Fig. 5(a) 
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Fig. 8(a) 
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Fig. 14 
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